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Abstract

Despite being a relatively young field, Usable Security and Privacy (USP) research has produced meta-research
on methods, reporting practices, reproducibility, and evaluation. While much of this work focuses on study
design and methodology, broader research practices receive less attention. In this paper, we categorize existing
meta-research in Usable Security and Privacy (USP) and examine how Usable Security and Privacy (USP) venues
promote such efforts. We then present recommendations from our own meta-scientific studies on data handling,
analysis, and reporting. Finally, we outline future directions to enhance the transparency, rigor, and impact of
Usable Security and Privacy (USP) research.
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1. Introduction

Usable Security and Privacy (USP) research is a field at the intersection of I'T security research and
Human Computer Interaction (HCI), focusing on how humans interact with security technologies. This
includes both end users [1], and expert users, such as software developers or administrators [2, 3].
There is a dedicated venue for USP research: the Symposium on Usable Privacy and Security (SOUPS),
which has been taking place annually since 2005, but USP research is also often published at security
conferences, mainly at USENIX Security, the IEEE Conference on Security and Privacy (S&P) and the
ACM Conference on Computer and Communications Security (CCS), as well as at HCI venues like
the ACM Conference on Human Factors in Computing Systems (CHI). Conducting studies in USP is
especially challenging since security is often a secondary task for users, so the study design needs to
take into account possible bias through priming participants about security or privacy and how to
include real or simulated risks into study design [4, 5]. As USP researchers, we have encountered these
and other challenges when conducting research in this domain. In this position paper, we first provide
an overview of meta-science published with relation to USP and present a summary of meta-science as
promoted or supported at venues where USP research is published. We then present recommendations
for research practice derived from our own meta-scientific work in the areas of data handling, data
analysis and reporting. Finally, we discuss potential directions for future meta-research in the USP
domain.

2. Meta-science in Usable Security and Privacy

Ioannidis et al. identify five areas of meta-research: Research methods, reporting practice, reproducibility
of research, evaluation methods, and incentivizing good science [6]. In the following, we present an
overview of meta-scientific work in the USP community, along these five areas of meta-research. This
is not intended to be a formal review, but a sample of meta-scientific work in USP and we omit our
own work, which we discuss later. Le Pochat and Joosen reviewed meta-scientific work in security
and privacy, including USP research next to more systems focused research [7]. We extend their work,
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narrowing our focus to USP rather than security and privacy more generally and explain where we
think findings or methods from USP meta-research can be useful to the HCI community.

Most meta-scientific USP research focuses on methods, and several studies investigated aspects of
study design. Danilova et al. [8] and Fulton et al. [9] compared security study tasks for developers —
asking them to write, review, or fix code. In multiple studies, Naiakshina and colleagues explored priming
effects, finding that priming significantly impacted secure password storage implementation [10, 11, 12,
13]. Deception is used in USP [10, 14], but also HCI [15]. Danilova et al. found that removing deception
in a password storage study did not affect outcomes [16]. USP research also explored differences
due to the study environment, either within a single publication [17] or a replication in a different
publication [18] and identified differences between online and laboratory studies. Redmiles et al. found
systematical differences between survey responses and field data, with respondents self-reporting faster
software update speeds in surveys than observed in practice [19].

Some USP research requires access to hard-to-reach participants, such as software developers. Meta-
scientific work has focused on remote recruitment, e.g. for crowd-sourced data collection [20, 21, 22], and
identifying suitable recruitment channels [23, 24]. Serafini et al. [25, 26] focused on recruiting software
developers working in companies and work by Naiakshina et al. compared different types of participants
with programming skill: students, freelance developers and company developers [13], finding effect
sizes differed but trends aligned. More broadly, studies have examined the representativeness of online
recruitment for security studies, noting shifts over time [27, 28, 29]. A meta study found that even more
participants in USP studies belong to Western, Educated, Industrialized, Rich, and Democratic (WEIRD)
demographic groups than at CHI [30, 31].

USP meta-research on reporting is limited, though work by Grof [32] and Coopamootoo and Grof3 [33]
found statistical reporting in USP is often incomplete. A poster publication on SOUPS future work
statements showed limited impact on future research [34, 35]. Regarding replicability, as we discuss in
Section 3, several USP venues explicitly support replications, leading to published replications across
various areas [36, 16, 37, 28, 38, 39]. Hamm et al. [40] found study descriptions and materials are
increasingly available at S&P, CCS, and USENIX Security, but data remain scarce..

Research on evaluating the research process is rare. Soneji et al. interviewed Program Committee
members on peer review in security conferences [41]. While venues adapt submission and review
processes, these changes rarely undergo scientific evaluation. Recent shifts include an artifact availability
badge and review process, e.g. at USENIX Security in 2020? and a move toward journal-style submission
cycles at security conferences, e.g. S&P, starting in 2018 with 12 submission dates per year, then
quarterly in 2021 and then thrice yearly in 2022. We discuss further meta-science developments through
analyzing calls for papers in Section 3. We were not able to find USP meta-research on incentivizing
good science.

In our opinion, many USP meta-research findings, especially about methods, are at least partly
transferable to HCI. For example, research on priming or recruiting software developers, though focused
on security studies, can inform HCI research targeting the same demographic. It is necessary to
reinvestigate issues outlined in descriptive meta-research [30, 40, 32], although for some topics, like
participant demographics, the USP study [30] followed the methods of work about CHI [31].

3. Meta-science at Usable Security and Privacy Venues

In the following, we present an overview on how support for meta-scientific research is communicated
in calls for papers at venues publishing USP papers, namely SOUPS, USENIX Security, CCS, and S&P,
and compare our findings to CHIL

The concept of Systematization of Knowledge (SoK) papers was first introduced at S&P in 2010:

In addition to the standard research papers, we are also soliciting papers this year focused
on systematization of knowledge. The goal of this call is to encourage work that eval-
uates, systematizes, and contextualizes existing knowledge. These papers will provide
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a high value to our community but would otherwise not be accepted because they lack
novel research contributions. Suitable papers include survey papers that provide useful
perspectives on major research areas, papers that support or challenge long-held beliefs
with compelling evidence, or papers that provide an extensive and realistic evaluation of
competing approaches to solving specific problems. - from the call for papers®

This explicitly welcomes papers contributing to the areas of methods and reproducibility. Other venues
also welcome SoK papers: SOUPS since 2019* and USENIX Security since 2024°. In the excerpt from the
2010 S&P call for papers above, replications are solicited as “papers that support or challenge long-held
beliefs with compelling evidence”, but not explicitly called replications. Several venues do explicitly
include replications in their calls for papers. At SOUPS, replications have been named as one solicited
topic since 2012°, but have been additionally emphasized as a separate submission category since 2017,
At USENIX security, replication and reproduction of results were named as a subtopic of their newly
introduced call for meta-scientific work in 2025:

Meta-science, or the study of scientific research itself, aims to enhance the efficiency,
quality, and outcomes of research activities in our community. Submissions in this broad
topic should focus on evaluations of research practices, replicability/reproducibility, ethics,
research methodologies, data transparency, and peer-review processes. Contributions
should extend beyond analysis, aiming to influence future research practices.

Replication and Reproduction: Contributions to this sub-topic should primarily consist
of studies that verify, refute, or refine prior technical results or widely-held beliefs. We
encourage submissions that not only replicate studies but also offer meta-analyses that
assess the replicability of research. [...] - from the call for papers®

CCS does not solicit meta-science in their call for papers, neither as SoK contributions, nor as replications,
or meta-science explicitly.

At CHI, neither SoK, nor meta-scientific contributions are explicitly mentioned in the call for papers,
but replication has been named as a possible contribution in the guide for a successful submission since
2021°. The current subcommittees, of which authors of CHI submissions are required to choose at
least one, are mostly very topically focused, i.e. Games and Play or indeed Privacy and Security. The
subcommittees on Understanding People, using Qualitative, Quantitative, or Mixed Methods, represent
somewhat of an exception, but their description still focuses on user studies, and does not explicitly
welcome, for example, meta-analyses. This makes it hard to choose an appropriate subcommittee for
researchers aiming to submit meta-scientific work to CHL Since meta-science is relevant across different
disciplines, we believe that the meta-scientific calls to action from USP venues are transferable to the
HCI community.

4. Recommendations for the Research Process

Derived from our own meta-research at the intersection of USP and HCI, we present recommendations
for researchers in three distinct areas of the research process: data handling, data analysis for qualitative
research, which are both part of what Ioannidis et al. summarize as research focused on methods [6],
and reporting on qualitative and quantitative analyses. Even though most of our work was conducted
in the context of USP, many of these recommendations can be transferred to HCIL, although additional
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verification for some results in a different research domain may be appropriate. Parts of this section are
directly from prior published work.

4.1. Data handling

Ethical and legal standards require researchers to handle personal data responsibly, yet the realities
of research workflows often make systematic data deletion difficult in practice. Data may be retained
unnecessarily due to potential future use, unclear policies, or simple oversight. While researchers
generally intend to protect participants’ data, we believe structured processes can help ensure these
intentions are realized. Based on our forthcoming research on data protection practices among USP
researchers and insights from Data Protection Officers [42], we recommend the following:

Plan data retention and deletion from the beginning. Define which data must be kept and
for how long before data collection begins, applying minimal data collection principles to reduce
unnecessary retention.

Integrate clean-up into research workflows. Review and delete unnecessary data at key mile-
stones, such as after analysis, publication, or project completion, to prevent accumulation.

Standardized templates and clear guidelines support responsible data management and
should be fostered by all stakeholders. Reviewers should acknowledge ethical data deletion as best
practice rather than penalizing missing data, ensuring that requests for additional data align with data
minimization principles and do not encourage unnecessary retention.

4.2. Analysis of Qualitative Data

How qualitative data is coded - by a single researcher or a team - can influence the results. Multiple
coders bring different perspectives but increase effort. Based on our research on coding outcomes across
data types and coder groups, and a survey on reviewer expectations [43], we recommend:

Adapt coding practices to the complexity of research questions and data. For open-ended and
complex research questions and data, use multiple coders. For simple data with well-defined research
questions and straightforward analysis, a simple coder can suffice if the codebook is co-developed.
When using multiple coders, discussion and interaction are essential—avoid analyzing in isolation.

4.3. Reporting on Qualitative Analysis

To ensure transparency in reporting qualitative analysis, researchers should document both their
methods and their expertise [43]:
Describe the involved researchers. Be clear about who the researchers doing the analysis are and
what level of expertise they have, both in terms of the subject matter and the analysis methods used.
Describe analysis methods in detail, so that your process can be repeated and explain and justify
important methodological decisions.

4.4. Reporting on Quantitative Analysis

Based on three meta-scientific publications, we make recommendations on reporting quantitative
analyses, within the null hypothesis significance testing (NHST) framework. The first study manually
extracted statistical data from developer-centered USP to support a-priori power analysis [44]. The
second, forthcoming at CHI'25, used LLM-assisted extraction of statistical data from five years of
quantitative CHI publications [45]. Finally, an interview and survey study with HCI and USP researchers,
also forthcoming at CHI’25, examined researchers’ interpretation and understanding of the odds ratio
and Cohen’s d effect size measures [46]. We have the following main recommendations for authors.

Report all effect sizes, even non significant ones. To gain a full understanding of the research
area and reduce publication bias, non-significant effects are also important to report.

Report both standardized and non-standardized effect sizes. Our studies showed that re-
searchers had trouble interpreting standardized effect sizes, particularly if they were unfamiliar with



the measure [46]. Thus we believe that simple effect-sizes in the units of the study should also always
be reported, to aid interpretation. Both forms of effect-size have strengths and weaknesses, so offering
both seems beneficial to us.

Interpret and discuss effect sizes. The interpretation should relate the results to the context of the
research, including closely-related prior work, or a broader research area [45]. Interpretation should
happen at an appropriate level of detail considering the importance of the discussed effect. For the
main results of a study, practical relevance of the effect should be included in the discussion.

Explain effect size measures. In our studies, not all participants were familiar with the effect
sizes we investigated, even though we had chosen ones which we believed to be common [46]. Thus,
providing a short explanation can make the results more accessible to researchers not familiar with
them.

Report complete and appropriate descriptive statistics. This includes reporting frequencies,
when comparing nominal variables and reporting descriptive statistics for each group of the independent
variables in the analysis, when comparing ordinal or interval variables. Such descriptives should be at
least means, standard deviations and group sizes, where appropriate. Descriptive statistics should be
applicable to the underlying data, e.g., a mean is not a good summary statistic for a bimodal distribution.

Make fully anonymized data sets available when needed. If presenting all the descriptive
statistics and frequencies is too extensive, e.g., for regression analyses with multiple independent
variables, ideally, the anonymized data can be made available.

Specify confirmatory or exploratory analysis. This helps assess stability of claims without
hindering discovery [47].

We highlight two potentially controversial recommendations to encourage discussion:

Move test statistics to supplemental material. Test statistics (e.g. t, u, degrees of freedom)
were not explicitly used the interviewed researchers when interpreting effects size [46], but they are
relevant to verify statistical analyses. However, when providing complete information on statistical
results, results sections may become cumbersome to read. As a middle ground between completeness
of reporting and readability, these values, and detailed descriptive statistics could be reported in
supplemental material, instead of in the main body of the paper, if they are not explicitly used for
interpretation. Ideally this would be done in a machine-readable format.

Consider not reporting p-values. P-values are often the focus of interpretation of results [48, 46],
even though they are actually more a measure of uncertainty. Using other ways to represent uncertainty,
e.g. confidence intervals, could help researchers focus their interpretations more on effect sizes.

Finally, we have a recommendation and call to action for the HCI and USP communities:

Use reporting guidelines. In other fields, using guidelines, such as CONSORT [49], has been
shown to improve reporting of study procedures [50]. Guidelines could help authors and reviewers
judge and improve the completeness of statistical reporting, leading to improved ease in conducting
meta-analyses, power analyses and building on prior work. Transparent statistics guidelines for HCI
are in development'?, but are not complete and need to be extended.

5. Avenues for further research

Despite extensive research on the research process, much remains to be improved. As USP researchers,
we believe “users are not the enemy” and should be supported in acting securely [51, 52]. We believe
that this perspective also applies to researchers in USP and HCI, where usability-focused approaches
can enhance research processes. Meta-science should go beyond identifying issues and actively support
researchers by developing tools that implement best practices. These could aid confidential data
handling through digital management plans and improve statistical analysis accessibility, helping both
researchers and readers interpret results. With its expertise in user-friendly design, the HCI community
is well-positioned to take on this challenge.
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