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Abstract

Past research showed that software developers often require explicit
instructions to implement security measures. With the rapid rise
of Al assistant tools such as ChatGPT, it remains unclear whether
Al assistance supports or undermines secure practices, whether
explicit security instructions are still essential, and how developers
behave without guidance. To investigate these research questions,
we conducted a qualitative lab study with 21 computer science stu-
dents and a quantitative online study with 80 freelance developers.
We focused on secure password storage and asked participants to
implement registration logic under four conditions: without instruc-
tions, with Al assistance, with security instructions, or with both Al
assistance and security instructions. Our study reveals a clear behav-
ioral shift: In our task, many participants relied on Al-assisted code
generation for security-related tasks, often prioritizing convenience
over security. However, explicit security-focused instructions can
redirect this behavior toward secure outcomes, demonstrating that
Al tools alone are insufficient without targeted guidance.
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1 Introduction

Password storage is one of the most common cryptographic tasks
that developers perform [55], even though many lack formal se-
curity expertise [37, 59]. Proper implementation requires modern
hash functions (e.g., Argon2, BCrypt) and unique salts to defend
against offline attacks such as rainbow table lookups [9, 19, 62].
Prior work shows that without security interventions, e.g., explicit
instructions to consider password security, developers frequently
neglect these practices and rely on insecure defaults such as plain-
text storage or outdated hashing algorithms [56, 57, 59]. However,
these findings hold in a technological landscape where Al assis-
tants seemed to be less prominent in developers’ workflow. The
rapid adoption of Al assistants such as GitHub Copilot and Chat-
GPT [14, 32] reshaped software development. These tools offer code
suggestions, generate snippets, explain concepts, and assist with
debugging. Surveys indicate that over 70% of developers already use
or plan to use such tools [82, 83]. In response, some organizations
now encourage or mandate their use to boost productivity and
consistency [12, 51]. Although recent studies have raised concerns
about the security of Al-generated code, which can be outdated,
vulnerable, or incorrect [63, 67, 69, 79], developers may still adopt
these suggestions without verification, especially under time pres-
sure or due to misplaced trust [69, 77]. When major technological
shifts occur, replication becomes essential because prior findings
may no longer hold [42, 78]. Consequently, with Al assistance now
widely adopted, revisiting pre-Al instruction results is necessary to
assess whether established security interventions remain effective.
This raises the question:

As Al assistants are increasingly integrated into software
development workflows, how does their presence and their
mandated use influence established security interventions
such as explicit security instructions?

We address this question in the well-established use case of se-
cure password storage [56—59] by conducting two complementary
studies in the age of Al assistants: a qualitative lab study (Study A)
with 21 computer science students, and a quantitative remote study
(Study B) with 80 freelance developers. In both studies, partici-
pants implemented password storage for a user registration feature
adapted from prior work by Naiakshina et al. [57, 59], which ex-
amined how developers respond to security instructions in the
absence of Al assistance. In this work, participants in each study
were randomly assigned to one of four instruction conditions: (1) a
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non-instructed baseline group that received no additional instruc-
tions, (2) an Al-instructed group instructed to use Al assistants
of their choice, (3) a security-instructed group instructed to store
passwords securely, and (4) a security-and-Al-instructed group in-
structed both to use Al assistants and to store passwords securely.
These four conditions let us measure spontaneous versus mandated
Al adoption and compare this behavior to prior pre-Al security
instruction studies. With this, we addressed the following research
questions:

e RQ1: How did developers’ security behavior concerning
password storage change after the technological shift of
popular Al assistants?

e RQ2: How do developers perceive the functionality and
security of programming code generated by Al assistants in
the context of password storage?

Building on pre-Al evidence that security instructions can im-
prove secure password storage [57, 59] and recent findings that Al
assistance can both harm and help security depending on how it is
used [63, 67, 69, 79], we quantitatively test the following hypotheses
in Study B:

e H-1: An instruction has an effect on participants’ security
score.

e H-2: Using Al assistants to solve the task has an effect on
participants’ security score.

Across both studies, we make three contributions. First, we show
that in our password storage task, developers frequently turn to Al
assistants even without explicit Al instructions, yet a functionality-
first mindset appeared and security was often neglected unless ex-
plicitly requested. Second, we find that security instructions remain
effective in the era of widely adopted Al assistants: In Study B, se-
curity instructions significantly improved the security of password
storage implementations (H-1), and combining Al instructions with
security instructions did not diminish this effect. Instead, when de-
velopers were explicitly encouraged to use Al tools while focusing
on security, they achieved higher security scores than participants
who did not use Al assistants (H-2). Third, our qualitative analysis
of Study A and survey data from Study B reveal that participants
express skepticism toward security-related Al responses, citing con-
cerns about outdated information, data protection, and potential
vulnerabilities, while still frequently copying/pasting Al-generated
code, highlighting a nuanced and sometimes contradictory relation-
ship between trust, convenience, and secure coding behavior.

Based on these findings, we discuss the security implications of
instructions and outline future research paths.

2 Related Work

2.1 Developer Password Studies

Past research investigated the behavior of end-users regarding pass-
word creation, usage, knowledge, and policy. However, developers’
password-storage mistakes present a greater risk to millions of
users. Bonneau and Prebusch [44] examined 150 websites utilizing
password authentication, uncovering weak practices such as plain-
text storage and inadequate encryption on platforms with minimal
security incentives, whereas more sensitive platforms demonstrated
stronger measures. Acar et al. [91] conducted an online experiment
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with 307 GitHub users to study security-related tasks, including
password storage. Among the participants, 145 failed to securely
store user credentials in a database, exposing them to risks such as
rainbow table attacks [62] or plaintext password storage. Another
study [2] found developers relying on Stack Overflow produced
less secure code. Wijayarathna and Arachchilage [90] examined
10 developers working with SCrypt in the Java Bouncy Castle API,
highlighting usability difficulties stemming from the complexity of
selecting secure parameters.

We base our study design on Naiakshina et al” work [57-59],
which is most related to our study. Exploring secure password
storage practices and security instructions in a lab study with 20
computer science (CS) students, they found that none of the partic-
ipants stored password security without being instructed, i.e., all
non-instructed participants stored passwords in cleartext [59]. In a
follow-up study, Naiakshina et al. [58] investigated the impact of
task design and framing in developer studies. In contrast to the qual-
itative study, this extension took a quantitative approach involving
40 participants. The study revealed a positive impact of copy/paste
on security, showing that all participants who copied/pasted code
handed in a secure solution, contradicting the findings of [2, 27, 47].
Further, Naiakshina et al. [57] investigated the behavior of freelance
developers concerning password storage. They found significantly
fewer freelancers implemented security without security instruc-
tions. These results were also confirmed by a further follow-up
study investigating the ecological validity of developer studies with
CS students [56]. The instruction and framework treatment effects
demonstrated statistical significance among developers. In contrast
to previous research conducted before the introduction of popular
Al assistant tools such as ChatGPT, henceforth referred to as pre-AI
studies, we build on the security instruction intervention introduced
in [59] and [57] to investigate how the presence and mandated use
of Al assistants affect the effectiveness of security instructions in
software development.

2.2 Al Assistants Studies

Developer-focused studies examined the real-world impact of Al
assistants, particularly on security-related tasks, revealing both
strengths and limitations in the quality of Al-generated code. Tony
et al. [85] found participants fixed vulnerabilities more effectively
without a development assistant than using one. Oh et al. [64] inves-
tigated the impact of poisoning attacks on Al code assistants (e.g.,
ChatGPT, IntelliCode) on code security. They found that developers
using code generation tools were more likely to incorporate inse-
cure code compared to those relying on code completion tools or
none, highlighting a significant security impact. Similarly, Serafini
et al. [77] demonstrated that Al assistance can negatively affect se-
curity when developers place misplaced trust in manipulated Chat-
GPT outputs. Perry et al. [69] conducted a qualitative investigation
involving 47 students and professional developers using an Al code
assistant to solve security-related tasks in Python, JavaScript, and C.
They observed that solutions aided by OpenAI’s codex-davinci-002
were less secure. Participants with Al assistance were more likely
to perceive their solutions as secure. However, skeptical partici-
pants who crafted precise prompts produced solutions with fewer
vulnerabilities. Asare et al. [5] explored GitHub Copilot’s impact on
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the solutions of 25 students across tasks of varying difficulty, from
simple (user sign-on) to complex (transaction fulfillment), finding
potential security benefits for the complex task. Further, security-
focused work found that GitHub Copilot-generated code frequently
contained vulnerabilities [67], and generating secure fixes required
careful prompting [68, 79]. Further studies showed developers use
GitHub Copilot to explore next steps and speed up execution [8],
but still faced challenges in understanding and applying its out-
put [72, 87]. While GitHub Copilot increased productivity in terms
of code volume, it often required refinement [43]. Compared to
previous work that mostly focused on GitHub Copilot, we did not
restrict participants’ choice of Al assistant. Instead, we explored
which tools they preferred to solve the study task and how they
behaved in security-related tasks when using these tools under
varying instruction conditions.

3 Study A: Qualitative Lab Study on Password
Storage with a Student Sample

3.1 Methodology

We conducted a lab experiment aimed to explore changes in devel-
opers’ implementation workflow since the introduction of popular
Al assistants, assessing their impact on code security and develop-
ers’ behavior. Figure 1 illustrates our methodology. Table 1 provides
an overview of our methodology in relation to the pre-Al study
A [59]. In the following, we provide a detailed description of how
we adapted the study.

3.1.1 Study Design. Laboratory Setup. We conducted the study
in a laboratory, basing the task design on the pre-AI Study A [59],
using the same programming language, tools, frameworks, and
database as the pre-Al study A (e.g., Java, Eclipse IDE, PostgreSQL,
Hibernate). We used the same source code provided to us, including
the documented frontend, database backend, and task descriptions
with application illustrations and implementation hints. All par-
ticipants were provided the same setup concerning hardware and
software and completed a backend registration feature for a univer-
sity social network, continuing work left by a former team member.
The task involved defining a user model, setting up database access,
and completing controller logic. Participants were free to end the
task whenever they considered their implementation complete or
did not wish to continue. While GitHub Copilot requires a subscrip-
tion and IDE integration, ChatGPT and Microsoft Copilot are freely
accessible, with Microsoft Copilot offering login-free browser use.
Students could access GitHub Copilot for free [31]. Because our goal
was to understand developers’ behavior rather than compare tools,
participants could use whichever Al assistant they would usually
use, whether browser-based or IDE-integrated. We collected data
in four main steps:

(1) We recorded the screen during the implementation (RQ1).
(2) We collected the source code of participants’ solutions (RQ1).
(3) We conducted a survey (RQ1, RQ2).

(4) We conducted a follow-up semi-structured interview (RQ2).

This approach captured web activity, search history, engage-
ment with security-related searches, and attempts at security im-
plementations via OBS [61] and ManicTime [49]. We also examined
participants’ use of Al assistants, focusing on prompting methods
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and interactions with Al-generated responses. Since this study was
conducted in Germany, participants could choose their language
preference (German or English) for all materials (see Appendix A).

Security and AI Instruction Interventions. In the pre-Al
study A, half of the participants were instructed to store user pass-
word securely (see Table 1). Since we wanted to explore the inter-
play between Al assistance and security instructions, we introduced
two additional instructions, resulting in four groups differing in
their instruction scenario (see Table 2). First, to understand how
participants behave without any instructions, the Non-Instructed
(N) group was asked to implement the registration logic without
any instruction intervention. This condition allowed us to observe
whether participants would independently choose to use Al as-
sistant tools and consider secure implementations without being
explicitly instructed to do so. Second, the Al-Instructed group (A)
was instructed to use any Al tool of their choice to assess how Al in-
structions affect developers’ password security practices. Third, the
Security-Instructed group (S) was instructed to store the passwords
securely. This condition allowed us to observe whether partici-
pants would independently choose to use Al assistant tools in a
security-instructed task and to compare their behavior with the
pre-Al study A. Finally, the Security- and Al-Instructed group (SA)
was instructed to securely store user passwords while also using
any Al tool of their choice to investigate developers’ password stor-
age practices and their perceptions of Al suggested code. To ensure
ecological validity, all participants were told they are allowed to use
“any kind of source available on the Internet that may be helpful or
has valuable information”

Survey. The survey involved a pre- and post-survey. In the pre-
survey, participants were asked about the anticipated task difficulty
after reading the task description. We did not assess participants’
security expertise in the pre-survey, to avoid priming. For the same
reason, only participants in groups A and SA received questions
about their usage of Al tools in programming, as introducing Al-
related concepts to the N and S groups immediately before the task
could have influenced their likelihood of using Al The post-survey
for all participants assessed task difficulty and security behavior, as
in the pre-Al study A.

Follow-up Interviews. In the pre-Al study A, follow-up inter-
views covered participants’ security solutions and concepts like
hashing or salting. We extended this with a third section focusing
on Al assistants. Questions included participants’ Al tool experi-
ence, usage during the study, and perceptions. Depending on the
instruction scenario, we asked participants additional questions
(e.g., about whether they would have used Al tools if not been
prompted to do so). All interviews were conducted by the same
researcher (R2) and recorded.

We conducted a pilot study with one CS student to test the
functionality of our laboratory setup. The participant was not in-
structed and opened the post-survey before fulfilling the task and,
therefore, was primed for security upon reading security-related
questions. Based on this, we introduced verbal instructions advising
post-survey completion after the task to prevent security priming.

3.1.2  Participants. We recruited participants similar to those in
the pre-Al study A, limiting recruitment to the local area due to the
lab-based nature of the study, which was conducted from August to



CHI *26, April 13-17, 2026, Barcelona, Spain

/" Recruitment Channels

University

Kleinanzeigen

[
n=21
Random assignment to instruction conditions N, A, S, SA

Pre-Survey
Consent form, demographics, anticipated task difficulty, Al usage
(A,SA), schedule appointment

/
'
i
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'

Implement password storage

v

Post-Survey
Task difficulty, security behavior

[ Programming Task in Laboratory Setup

Post-Interview

Yardim et al.

Non-Instructed (N)
No intervention

Al-Instructed (A)
Use Al tool

Consider security

Security- and Al-Instructed (SA)

Security-Instructed (S) ]
Consider security and use Al tool ]

NN

Behavioral Analysis
Observation, screen recordings

Code Analysis
Source code evaluation, Security score (0 - 7)

Participants' solutions, security concepts, Al experience, Al usage, Al
perceptions

\
\
S

Data Collection

Transcription, coding, inter-coder agreement (= 0.77)

Thematic Analysis ]
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Figure 1: Methodology Overview of Study A.

Table 1: Comparison of our study design with the pre-Al study A of Naiakshina et al. [59]

Pre-AI Study A [59]

This Study

Independent Variables (IV)

Survey Task difficulty
Security behavior
Interview Task solution
Security concepts
Recruitment University
Evaluation Code analysis
Interviews

IV1: Security instruction (yes/no)
IV2: Framework (JSF/Spring)

IV1: Security instruction (yes/no)
IV2: Al instruction (yes/no)

Task difficulty

Security behavior

Usage of Al tools

Task solution

Security concepts

Al tool experience, usage, and perception
University, Facebook, Kleinanzeigen
Code analysis

Interviews

Screen Recording

November in 2023. Channels included our university’s Computer
Science student council (via e-mail and Discord [20]), university
Facebook groups, nearby student councils, and Kleinanzeigen [46]
(similar to Craigslist [17]). We stated in the study invitation that par-
ticipation required familiarity with Java and Eclipse. We conducted
a screening survey via Qualtrics [73]. Eligible participants, aged 18
or above and studying Computer Science, scheduled experiment
appointments via Calendly [13]. Out of 59 interested participants,
32 scheduled appointments. The final sample included participants
across four groups: Non-instructed (N, n=>5), security-instructed (S,
n=6), Al-instructed (A, n=5), and security-Al-instructed (SA, n=5).

We report demographics and experience across the four groups
in Table 3. We recruited 21 full-time CS students (16 BSc, 4 MSc),

ages 20-39 (u = 24.5), 18 men, one woman, two undisclosed. Six
worked part-time as developers; two were research assistants. The
tool experience of participants was measured using four 7-point
Likert scales capturing familiarity with Java, PostgreSQL, Hibernate,
and the Eclipse IDE (1 = not familiar at all, 7 = very familiar). Scores
were summed for comparability with the pre-Al study A, resulting
in a possible range of 4-28. Their average tool experience was
=12 (vs. 13.6 in the pre-Al study A). The study was advertised as
lasting up to 8 hours , for which participants were compensated
115 €.1 Actual completion times ranged from 1:52 to 6:48 hours.

!Unlike the pre-Al study A providing lunch and 100 € compensation, we asked partici-
pants to bring their own lunch due to university restrictions and increased compensa-
tion by 15 € to cover expenses.
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Table 2: Instructions Depending on the Groups.

No

Al Instruction
Yes

No | Non-Instructed (N)

Security Instruction

Yes | user password is stored securely.”

Al-Instructed (A): “Please use an Al Tool of your
choice.”

Security-Instructed (S): “Please ensure that the Security- and Al-Instructed (SA): “Please use

an Al Tool of your choice. Please ensure that the user
password is stored securely.”

Table 3: Demographics of the 21 Participants.

Gender Man: 18, Woman: 1, Not Disclosed: 2
Age min = 20, max = 39, y = 24.5, md = 23, 0 = 4.7
Study program  BSc: 16, MSc: 4, Not Specified: 1

Tool Experience with Java, PostgreSQL, Hibernate, and Eclipse IDE
(Not familiar at all (4) — Very familiar(28))

N p=124,md=11,0 = 4.
A p=136,md =150 =34
S p=88md=9,0=21
SA p=138md=130=438
Total p=12,md=11,0=4

3.1.3 Evaluation. Code Analysis. We assessed functionality and
security using the same method as the pre-Al study A. Solutions
were functional if user data from the login interface was success-
fully stored in the database. To assess the security of participants’
solutions, we used a security scale. The score considered various
factors, including the choice of the hashing algorithm, the iteration
count, and the method of salt generation. The score ranged from 0
to 7, with 7 being the highest possible score:

e The end-user password is salted (+1) and hashed (+1)

o The derived length of the hash is at least 160 bits long (+1)

o The iteration count for key stretching is at least 1 000 (+0.5)
or 10 000 (+1) for PBKDF2 and at least 21° = 1 024 for berypt
(+1)

o A memory-hard hashing function is used (+1)

o The salt value is generated randomly (+1)

o The salt is at least 32 bits in length (+1)

In the pre-Al study A, solutions scoring 6 points met industry-
standard security due to default framework values [35, 36], while
a score of 7 (academic standard) required memory-hard hashing
functions like Argon2 [9, 38, 66]. We conducted additional analysis
on participants’ solutions, focusing on attempted security. This
assessment considered participants to have made an attempt at
security if participants used a search engine or Al assistant to
gather information on terms such as security, secure storage, hashing,
encryption, or equivalent terms.

Screen Recording. We analyzed screen recordings in 10-second
intervals, focusing on participants’ security implementations, Al
tool usage, and coding strategies (e.g., copy/paste, debugging). Obser-
vation duration was adjusted based on task complexity. Al assistant
use was identified via ManicTime logs [49], with timestamps and
interaction types documented (see Appendix A.6.2).

Interviews. We transcribed 21 interviews and analyzed the data
using thematic analysis following Boyatzis [10]. After familiarizing
themselves with the transcripts, researchers R1 and R2 indepen-
dently developed initial codebooks, which they merged through
discussion. They jointly coded a random subset of 4 interviews and
individually coded the remaining 17. New codes were added to the
unified codebook as they emerged. Each researcher (R1, R3) coded
half of the dataset in the first round. In the second round, each coded
the remaining transcripts and recoded them from the most recent to
the earliest. This procedure helped to ensure that transcripts coded
earlier in time were reviewed with the full set of concepts developed
during coding. Themes were derived from recurring patterns and
interconnections, such as distrust in Al security suggestions due
to concerns about data protection or outdated information (...J
ChatGPT, for example, only has knowledge from five years ago.” —
[N2]). Inter-coder agreement was reached through two rounds of
discussion and measured using Cohen’s kappa (k) [15], resulting
in a high agreement of 0.77 [28]. The codebook can be found in
Appendix A.7.

3.1.4  Ethics. Our university’s institutional review board (IRB) ap-
proved the project. Participants were informed in the recruitment
invitation that their screen would be recorded during the program-
ming task. They also received a consent form in the screening
survey outlining all data practices, including the use of screen
recordings (OBS), application-usage logs (ManicTime), and audio
recordings for the interview. These recordings were stored locally
during the session and subsequently uploaded in encrypted form
to our university’s cloud storage. We adhered to the General Data
Protection Regulation (GDPR), allowing participants to ask ques-
tions and withdraw at any time without consequences. No directly
identifying information were collected beyond what was necessary
for scheduling and compensation. Personal identifiers were kept
separately in a pseudonymised and encrypted manner to allow data
deletion upon request. At the end of the interview, all participants
were debriefed and informed about the study’s purpose. In partic-
ular, participants in conditions without Al instructions were told
that the study examined developers’ use of Al tools and partici-
pants without security instructions were informed that the study
examined secure coding behavior.

3.1.5 Limitations.

Study Design. As with any laboratory study, being observed
and working in a controlled environment might have influenced
participants’ behavior, e.g., by increasing caution. The long task
duration (up to eight hours) may also have introduced fatigue or
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time pressure, affecting persistence with secure implementations.
Further, although we based our setup and scenario on the pre-Al
studies for comparability, it might only partially reflected current
development workflow.

Al Underuse. Although our instructions permitted any kind of
source available on the Internet, the explicit reference to websites
in the task description adopted from the pre-Al study might not
have been interpreted as including Al tools. Additionally, the fact
that all screen activity was recorded may have further discouraged
their use.

IDE Setup. We used Eclipse IDE, as in the previous study [59],
limiting our study to free Al assistants compatible with the IDE.
While no official GitHub Copilot plugin existed for Eclipse at the
time of our study, unofficial integrations with positive community
feedback [22, 29, 30] provided a workaround. We acknowledge
that using a different IDE or allowing participants to use their own
environments might have impacted their behavior.

Coding. Iterative qualitative coding carries the risk that early
transcripts were not reviewed with the full set of concepts in mind,
meaning relevant phenomena may have been overlooked before a
code was formally introduced. As a result, an evolving codebook can
reduce comparability across transcripts and may affect inter-coder
reliability. We sought to mitigate this by conducting a structured
second pass in which each researcher recoded the other’s transcripts
from the most recent to the earliest, so that transcripts coded early
in the process were revisited after substantial parts of the codebook
had already been developed.

Impact. The introduction of Al tools and their impact on soft-
ware security presents a complex problem that is difficult to study
due to their rapid evolution. However, empirical security research
shows that behavioral patterns, particularly habits and routines,
change more slowly than the tools themselves [6, 40, 70]. Moreover,
despite improvements in newer LLM versions [33, 34, 54], recent
work demonstrates that security-relevant hallucinations, incom-
plete reasoning, and outdated or insecure code suggestions persist
across model updates [69, 77]. Therefore, with this work, we take a
first step toward understanding developers’ behavior by comparing
insights from a security study with developers conducted before the
emergence of Al tools and after the introduction of popular Al tools.
We raise awareness of both the potential and the risks of using Al
tools for security critical tasks such as secure password storage, an
insight that remains valid despite the evolving capabilities of Al
assistants.

4 Study A: Results of the Qualitative Lab Study
on Password Storage with a Student Sample

We present solutions and statements by participants by labeling
them with N, A, S, and SA from 1 to 6 according to the instruction
scenario. While our primary focus is on qualitative results, we also
report how many participants reported statements where necessary
to indicate a distribution. To support statements, we list participants
who stated the respective themes. If more than five participants
mentioned a theme, we list a random subset of participants by
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including at least one representative from each group. In the inter-
views, all but SA1 reported using ChatGPT before the study. Among
these participants, 13 participants used ChatGPT during the study
as well. Additionally, 6 participants used Microsoft Copilot. A full
Table of participant’s Al usage can be found in the Appendix A.1.
Expected task difficulty in Study A fell on the difficult to neutral
end of the scale for all groups. Mean expected difficulty ranged
between 2.6 and 3.2 (N: = 2.6, A: p=3.0,S: pp = 2.7, SA: 1 = 3.2),
with corresponding medians of 2.0 - 3.0, indicating broadly similar
expectations before the task. Experienced task difficulty followed
the same pattern: The Al-instructed groups showed higher vari-
ability (A: o = 2.3, SA: 0 = 1.5) compared to the non-Al-instructed
groups (N: 0 = 0.6, S: 0 = 0.6), while median values remained within
a narrow range (N: md = 2.0, A: md = 4.0, S: md = 2.0, SA: md = 4.0).

4.1 Password Security Behavior (RQ1)

Table 4 provides a summary of the participants’ final solutions,
outlining the functionality, security, source, and task completion
time. Eight of 21 participants submitted a functional solution: One
from S (S6), three from A (A1, A3, A4), and four from SA (SA1, SA3,
SA4, SA5) successfully stored the password in the database. None
of the five N group participants stored any user data. The main
implementation issues were database-related (e.g., Tomcat Server
setup). We analyzed the screen recordings to assess participants’
resources and strategies for implementing a secure solution. Sim-
ilar to the pre-Al study A, all our participants who implemented
security measures, adopted a copy/paste strategy. Compared to the
pre-Al study A where all participants used rather blog posts, our
participants obtained code snippets primarily from ChatGPT (SA1,
SA3, SA4, SA5), with A4 using Microsoft Copilot, and A3 and S6
using a blog post.

None of the N group submitted solutions with security measures
(see Table 4). In the S group, S6 achieved the lowest score (2), and
S1 attempted secure password storage but failed. Of our 10 partici-
pants instructed for Al assistants, six (A3, A4, SA1, SA3, SA4, SA5)
successfully implemented a secure solution with password hashing.
Four of these participants (SA1, SA3, SA4, SA5) were specifically
instructed for secure password storage and Al assistant usage. The
security scores for security measures varied between 2 to 7, with
SA4 achieving the lowest score of 2 in their group. A3 and SA1 im-
plemented security measures but did not achieve industry standard
security of 6 points, with 5 and 5.5 points respectively. By con-
trast, SA5 achieved industry standard with 6 points. A4 employed
a memory-hard hash function, Argon2, and salted the password,
achieving the maximum security score possible - 7, i.e., academic
standard.

We compared security scores between our participants and those
from the pre-Al study A [59]. In the pre-Al study A, only partici-
pants instructed for security considered security, with three of the
10 JSF participants implementing security measures, achieving a
mean security score of 4.5/7, and one reaching industry standard
of 6 points. In our study, 7 of the 21 JSF participants implemented
security measures with a mean security score of 4.64 out of 7. Ex-
cluding participant S6 and A3, who did not use Al assistance for
their implementation of security measures, resulted in a mean of
5.1 out of 7. One participant reached industry standard (6 points).
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Additionally, while none of the pre-Al participants received a full
score, one of our participants reached academic standard (7 points).
However, despite Al assistance, scores improved by only 0.5 points,
with most participants submitting solutions still below the industry
standard.

4.1.1 Participants’ Behavior Under No Instructions. Two partici-
pants who were not explicitly instructed to use Al assistants (N1,
N3) opted to use Al assistance during the task. However, they
still did not solve the task functionally. Further, some participants
seemed to feel using Al in a study might be prohibited. Instead of
asking for permission, they attempted to use Al on personal devices.
For example, N3 opened ChatGPT on their personal tablet. Rec-
ognizing this incident, we communicated that all activities should
be displayed on the PC screen. This participant visited sites that
accessed ChatGPT before eventually landing on ChatGPT’s official
website and logging in. By contrast, N4 believed it was not in the
interest of the study to use Al assistants, so they did not use them.
However, they stated if it had not been a study, they would have
used an Al assistant, ‘[s]imply because having a different perspective
is always helpful, and if it didn’t work before, the Al tool can’t make
it any worse.” — [N4].

Participants cited various reasons for lack of awareness regarding
the necessity of a secure solution, including prioritizing functional-
ity first (N3) and a simple lack of awareness that a secure solution
was required (N1, N2).

4.1.2  Participants’ Behavior Under Al Instructions. We asked par-
ticipants who were instructed to use Al whether they would have
used it if not been told to do so. Among the participants who would
have used it (A1, A2) and those who would not have used it (A3,
A4, A5), reasons were based on similar aspects, such as habits and
experience. Reasons for the former were based on positive experi-
ences and the habit of using Al In contrast, reasons for the latter
were based on negative (or the lack of) experiences and the habit
of “programming like this for a very long time, and it’s still an old
habit not to use AL” —[A5]. A3 would have assumed it was not
the purpose of the study and, therefore, would not have used AI if
not told to do so. This participant did not use any Al assistant to
specifically secure their solution and employed a less secure hash
function by copying/pasting code snippets from a blog post [7]
found through a Bing search. The blog post recommended the algo-
rithm PBKDF2WithHmacSHA1, known for having a hash length of
less than 160 bits. A2 did not attempt to implement a secure solution,
“due to the task, [as] it did not appear to be required” — [A2]. A2 noted
they focused on fulfilling task requirements before security (func-
tionality first), while two other participants (A1, A5) showed a lack
of awareness that a secure solution was required. A1, who did not
implement a secure solution, stated during the interview that they
were unaware of security. However, our video recordings showed
they specifically prompted ChatGPT on password validation and
received a mention of BCrypt in between functional suggestions of
the same response. Interestingly, they incorporated all suggestions
except for the recommended security measure. While it appears that
they read the response, given their incorporation of the functional
suggestions, they actively opted not to address security without an
explicit instruction. A1 further mentioned that they would have
also stored the password securely if it had been a task in a company
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instead. These observations align with findings in the pre-Al study
A, where participants relied on requirements.

A4 achieved the highest study score, with 7 points for secu-
rity. They proactively searched for hashing, salting, and pepper-
ing information, indicating their familiarity with these security
concepts. They found Argon2 through multiple sources, including
Microsoft Copilot, Stack Overflow [84], and OWASP [66]. A4 read
OWASP’s Password Storage Cheat Sheet, which recommended us-
ing Argonz2id for password hashing. However, the OWASP site [66]
did not provide a code snippet, and A4 referenced a Stack Overflow
thread about Argon2 hashing [84]. Subsequently, they requested
Microsoft Copilot to generate a code snippet using the query “java
argon2id” and copied/pasted the resulting code snippet into their
solution. To implement their solution, A4 explored additional links
suggested by the same response from Microsoft Copilot, focusing
on aspects such as binding the dependency of the Argon2 algo-
rithm [4]. Finally, A4 relied on Microsoft Copilot to implement the
code of their solution after consulting various online platforms,
including OWASP and Stack Overflow.

4.1.3  Participants’ Behavior Under Security Instructions. As in the
non-instructed group (see Section 4.1.1), two participants (S2, S5)
reported they could not address security, as they did not progress to
functional solutions. Another participant (S3) reported they were
not actively instructed for security but received security-related
responses from the corresponding Al assistants (ChatGPT) during
the study. Participants without explicit Al instructions (S1, S2, S3)
nevertheless chose to use Al tools during the task. However, their
solutions were still not functional. In addition, some participants
stated to be uncertain whether using Al was even permitted in the
study. Similarly to A3 (see Section 4.1.2), S6 copied/pasted code from
Stack Overflow thread [81]. The participant demonstrated aware-
ness of hashing, evident by their creation of a function named GET-
PassworDHASH(), even before encountering the concept anywhere.
However, the Stack Overflow thread from which the participant
copied/pasted code did not address salting. Consequently, S6 failed
to implement a salt in their code, resulting in the lowest security
score of 2 in our study.

4.1.4  Participants’ Behavior Under Security and Al Instructions.
Similar to the Al-instructed group (see Section 4.1.2), participants
in the security- and Al-instructed group were asked whether they
would have used Al if they had not been instructed to do so. Among
those who indicated they would (SA2, SA4) and those who indicated
they would not (SA1, SA3, SA5), the reasons were likewise based on
similar aspects, such as habits and prior experience. Participants’
behavior indicated that avoidance of third-party libraries was rather
driven by integration difficulties than uncertainty about whether
libraries were permitted. Screen recordings showed that partici-
pants actively attempted to import secure libraries (e.g., BCrypt)
and abandoned them after encountering import or configuration
errors, subsequently prompting the Al for Java alternatives that re-
quired no setup. For example, upon encountering a response from
ChatGPT which included explanations of the security concepts
HTTPS, password hashing, and salting, SA3 inquired ChatGPT
“How can one hash a password in Java using a random salt?” De-
spite ChatGPT’s initial suggestion to use BCrypt, SA3 preferred
to avoid using an external library. They asked ChatGPT “Can I do
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Table 4: Evaluation of the Functionality and Security of Participants’ Solutions.
N=Non-Instructed, S=Security-Instructed, A=Al-Instructed, SA=Security-Al-Instructed.

(")Italic indicates attempted security solutions, which are not part of the final submissions but were attempted during the task.

Time  Functionality Source Security
Hashing Salt
(hh:mm) Storage working Hashfunction Length(bits) Iteration count Used library Length (bits) | Total
(at most +2) (+1if > 160)  (at most +1)  (atmost+2) (+1if >32) | (7)
N1 06:44 X 0
N2 06:52 X 0
N3 06:11 X 0
N4 06:36 X 0
N5 03:24 X 0
Al 02:54 v 0
A2 07:04 X 0
A3 03:14 v Baeldung PBKDF2WithHmacSHA1 128 65 536 javax.crypto 128 5
A4 03:51 v Microsoft Copilot Argon2 256 10 Spring 128 7
A5 06:48 X 0
S1 03:22 X ChatGPT BCrypt 192 1024 mindrot 128 6"
S2 03:19 X 0
S3 04:05 X 0
S4 05:48 X 0
S5 06:40 X 0
S6 05:45 v Stack Overflow SHA-256 256 1 java.security = 2
SA1  03:15 v ChatGPT PBKDF2WithHmacSHA256 256 1000 javax.crypto 128 5.5
SA2  05:42 X 0
SA3  01:52 v ChatGPT SHA-256 256 1 java.security 128 5
SA4  03:34 v ChatGPT SHA-256 256 1 java.security - 2
SA5  03:52 v ChatGPT BCrypt 192 1024 mindrot 128 6

this in pure Java(20), without relying on external libraries?” Subse-
quently, ChatGPT provided a code snippet featuring SHA-256 and
a salt function, which SA3 copied and pasted. Similarly, in response
to SA4’s prompt about password hashing, ChatGPT recommended
BCrypt with a salt and multiple iterations, accompanied by a se-
cure code snippet. When facing challenges to import BCrypt, SA4
sought guidance by prompting “I cannot add libraries. How would
I hash a password” and, similar to SA3, SA4 received a SHA-256
example instead. However, this code snippet did not include a salt.
We assume that since SA4 specifically prompted how to hash a pass-
word, the response focused solely only hashing. Our screen analysis
indicated that the switch to an insecure solution was rather driven
by import friction than by permission constraints. Further, SA1 im-
plemented PBKDF2WithHmacSHA256 via a code snippet generated
by ChatGPT with a hash length of 256. Upon a non-security-related
prompt, SA2 received a recommendation from ChatGPT to use
hashing and salting for passwords. However, SA2 proceeded to try
to solve the task functionally without implementing the suggested
security measures. Like A1, SA3 indicated they would have ensured
secure storage in a company setting, which once more reflects the
pre-Al study A findings on reliance on requirements.

SA1 and SAS5 issued similar ChatGPT prompts for secure pass-
word storage but received different recommendations (PBKDF2 vs.
BCrypt), likely due to differences in provided context. Both solu-
tions achieved comparable security scores (5.5, 6). Note that the
missing 0.5 points of SA1 resulted from a modification of the partic-
ipant. Despite lacking prior knowledge of salting, both participants

ultimately implemented salting by reusing ChatGPT’s secure ex-
amples — SA1 after being prompted by ChatGPT’s insistence, and
SAS5 by directly copying the generated code. Although unfamiliar
with salting during the interview, SA5 successfully implemented it
by copying a secure ChatGPT-generated snippet.

RQ1: Participants’ Security Behavior — Summary

The decision to use Al assistance during the task, whether man-
dated or voluntary, was shaped by participants’ habits and prior ex-
perience. A functionality-first mindset dominated across all groups,
including those receiving security instructions. However, combin-
ing security instructions with AI instructions yielded the most
effective results: All but one participant in this condition submitted
both functional and securely hashed solutions. Similar to the pre-AI
Study A, our findings confirm the reliance on copy/paste for sub-
missions, but this reliance has shifted toward Al assistance rather
than Stack Overflow or tutorials. All but three participants used Al
assistants, effectively incorporating code snippets primarily from
ChatGPT and Microsoft Copilot. However, our results also indicate
a tendency to prioritize convenience over security, with participants
favoring easily copyable solutions, even when they were insecure.
More concerningly, participants adapted their solutions to be less
secure to avoid using third-party libraries. Combining multiple
resources yielded the best results, emphasizing the importance of
leveraging diverse resources.




Investigating Developers’ Security Behavior with Al Assistants in a Password Storage Study

4.2 Participants’ Perceptions of the
Functionality and Security of AI-Generated
Code (RQ2)

In the following, we present our participants’ perceptions of func-

tional and security-related generations by Al assistants from the

follow-up interviews.

4.2.1 Participant Perceptions of Security in Al Responses. Almost all
participants expressed skepticism towards security-related Al sug-
gestions. Fourteen participants reported they do not trust security-
related suggestions by Al assistants (N2, N5, A2, A3, A4, A5, S1,
S2, S3, 84, S5, S6, SA1, SA2), mentioning various reasons for their
distrust, such as outdated information (“[...] Al is limited in terms of
the data, which is not so recent, i.e., it has been around for months. So,
security [...] is always being updated.” — [S1]), data protection viola-
tion (“Of course [...] data protection, which is something you should
be more careful about.” — [SA1]), and vulnerabilities in suggestions
(“You don’t have to adopt all of [the suggestions], because there could
also be a few things that are missing at the security-relevant location
that the AI bot has probably skipped” — [S2]). S6 and SA2 placed
greater trust in statements made by individuals with experience,
such as security experts. At the same time, N5 believed ChatGPT
would not be able to propose a secure solution and did not use any
Al assistant during the study. Interestingly, despite their distrust,
A4 and SA1 copied/pasted code generated by Al assistants and
implemented a secure solution.

The four participants (N3, A1, SA4, SA5) who indicated to trust
security-related suggestions by Al assistants do so only with cau-
tion, except for SA4, stating that they trust security-related Al
suggestions due to their lack of experience in security concepts.
SAS5 highlighted “...J you always have to question the security as-
pects in particular. Whether what is said there, why it is actually cor-
rect, so I'm still a bit cautious.” — [SA5]. Similarly, despite trusting
security-related suggestions, A1 mentioned caution when prompt-
ing ChatGPT due to data privacy: ‘T wouldn’t use it for, for example,
I'wouldn’t give ChatGPT any code from my employer or anything like
that, because there were also security concerns because ChatGPT stores
everything” — [A1]. Further, N3 noted they “use [...] website[s] be-
cause ChatGPT has a limited knowledge from 2021” — [N3]. However,
they put their trust in security-related suggestions up to 2021. SA1
was not familiar with Al assistants before the study but believed
they would implement security more extensively in the future due
to Al assistance (‘T think [T would implement security] maybe a bit
more extensively for sure.” — [SA1]).

4.2.2  Participant Strategies in Assessing Functionality and Security
in Al Responses. Eleven participants (e.g., N3, A1, S2, SA4) empha-
sized the importance of checking the responses of Al assistants for
functionality and security. Interestingly, most of the participants
in groups A and SA believed assessing Al responses before adopt-
ing them is crucial. Nine participants (e.g., A5, S1, SA1) indicated
relying on their knowledge to evaluate the correctness of Al re-
sponses, highlighting the importance of using personal expertise
(e.g., “[The responses] were objectively wrong. [...] But I don’t think I
would have known that if I hadn’t dealt with programming in general
beforehand.” — [SA4]). Two participants highlighted the relevance
of assessing responses by researching information from external
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websites (e.g., ‘T had a further look on another website” — [A3]). Al
claimed both strategies to be essential: “You also have to have an
idea yourself, maybe do some research, make sure [it’s correct], espe-
cially when it comes to critical things.” — [A1]). S6 and SA4 stated
they would still prefer consulting a security expert. If no security
expert is available, SA4 would consult Al assistants. Similarly, A4
indicated if they would lack sufficient security knowledge for a
task, they would opt for an Al assistant.

Despite participants highlighting the importance of assessing
Al responses, only N3 and SA3 checked each code snippet before
adopting it. Most participants (e.g., A1, S1, SA4) copied/pasted code
partially without assessment. SA2 copied/pasted their programming
code without any evaluation.

RQ2: Participants’ Perceptions — Summary

Participants expressed varying trust in Al-generated code based on
potential errors and the need for additional assessment. Specifically
regarding security suggestions, participants were concerned about
outdated information, data protection, and potential vulnerabilities.
They still implemented code generated by Al assistants, revealing a
nuanced relationship between distrust and practical reliance on Al-
generated solutions. Participants with limited security experience
preferred Al assistance when lacking sufficient knowledge for a
task.

5 Study B: Quantitative Online Study on
Password Storage with Freelance Developers

5.1 Methodology

Study A indicated that developers do not implement secure pass-
word storage without explicit instructions and that combining secu-
rity and Al instructions yields the most secure outcomes. To explore
whether these findings are generalizable, we conducted a follow-
up Study B with freelance developers and tested how different
instruction conditions influence their security scores. Additionally,
Study A revealed that many participants relied on copy/paste use
of Al-generated code. Prior research has shown that such code
is frequently outdated, insecure, or vulnerable if adopted uncriti-
cally [64, 67, 69, 79, 85], although in some cases careful prompting
can support more secure implementations [5, 75]. Accordingly,
Study B also investigated the effect of actual AI use on security
scores. With this, we tested the following hypotheses:

e H-1: An instruction has an effect on participants’ security
score.

e H-2: Using Al assistants to solve the task has an effect on
participants’ security score.

Figure 2 provides an overview of our methodology for study B. The
recruiting material, surveys, task description, and codebook can be
found in the Appendix B.

5.1.1 Study Design. Online Setup. Similar to Naiakshina et al’s
work [57], where freelance developers were recruited to explore the
effect of security instructions on secure password storage pre-Al,
we conducted a follow-up online study with freelancers, where par-
ticipants were hired to work on the task. However, deception needs
to be treated with care in empirical research and should only be
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Figure 2: Methodology Overview of Study B.

used in cases where other study formats would not allow a research
question to be investigated. Since the replication study by Danilova
et al. [18] showed that, in the context of password storage stud-
ies, announcing the task as real company work versus a research
study did not affect developers’ security behavior, we followed their
recommendation and informed freelancers in Study B about the
research context of this study, i.e., while participants were aware
that they were taking part in a study, they were still assigned to the
different conditions as in Study A. Table 5 depicts an overview of
our variables in comparison with the pre-Al study B [57]. For our
study setup, we used the same source code, programming language,
frameworks, and database as in Study A, such as Java [65], Eclipse
IDE [21], PostgreSQL [71], and Hibernate [39]. However, partici-
pants were free to use any tools of their choice, including different
IDEs. We set up a Windows Virtual Machine (VM) in Azure [52]
deployed within the participants’ closest geographical region to
ensure minimal latency during the study. Additionally, an Azure
Database for PostgreSQL [71] was provided, giving participants a
database environment for their work. A GitHub repository for each
participant was bookmarked to submit their solutions. Participants
accessed the virtual machine through the Remote Desktop Protocol
(RDP) [53]. After completing the pre-survey, participants scheduled
their experiment with us. On the day of the experiment, participants
received login credentials for a virtual machine, instructions for
accessing the task description, and a reminder that the study could
take up to eight hours. We emphasized the importance of complet-
ing all work within the provided virtual machine. All materials
were provided in English.

Security and AI Instruction Interventions. We adopted the
same methodology as in Study A, using the four conditions as
described in Section 3.1.1. Further, upon receiving participants’ so-
lutions, we verified whether user passwords were stored in plaintext
in the database. Similar to [57], participants received a post-task
security instruction to revise their submission and ensure secure
password storage if they submitted plaintext solutions.

Survey. Our post-survey was based on the pre-Al study B. We
extended it to investigate developers’ interactions with and per-
ceptions of Al assistants and security practices. Beyond assessing
Al assistance usage frequency, and trust in Al-generated sugges-
tions with close-ended questions, the survey contained open-ended
questions about participants’ implementation strategies, their inter-
actions with Al assistants, their trust in Al-generated suggestions,
and their reasoning behind security decisions. Depending on the
instruction scenario, we asked participants additional questions
(e.g., about whether they would have used Al tools if not been
instructed to do so).

We conducted a pilot study to test the functionality of our remote
setup with four participants. We recruited via the platform Upwork,
assigning them randomly to the groups N, S, A, and SA, each. We
identified that Git [16] was not installed on the VM in the first
round, which prevented the participant (Np;) from submitting their
solution. This issue was promptly addressed by installing Git, after
which we completed the pilot study without further issues.

5.1.2  Power Analysis. We conducted a power analysis using
G*Power[24] to determine the required sample size based on our
main hypotheses. Three a priori analyses were performed: One
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Table 5: Comparison of our study design with the pre-Al study B of Naiakshina et al. [57].

Pre-AI Study B [57]

This Study

Independent Variables (IV) IV1: Security instruction (yes/no) IV1: Security instruction (yes/no)

IV2: Payment (€100/€200)

Survey Task difficulty
Security behavior

Recruitment Freelancer.com

Evaluation Code analysis
Survey

IV2: Al instruction (yes/no)

Task difficulty

Security behavior

Al tool experience, usage, and perception
Upwork

Code analysis

Survey

for an omnibus test comparing four instruction conditions (non-
instructed, Al-instructed, security-instructed, security-and-Al-in-
structed) and two for post-hoc tests comparing Al-instructed (A)
and security-and-Al-instructed (SA) individually to the non-in-
structed group (N). Calculations used a = 0.05, power = 0.8 [23],
and the two-tailed tests for Wilcoxon rank-sum tests [26]. Effect
sizes were derived from prior work [57] and Study A, which indi-
cated Cohen’s d values of 1.137 for the group A compared to the
group N and 2.256 for the group SA compared to the group N. Using
group means (uN =0, ga = 2.4, usa = 3.7) and a pooled standard devi-
ation (1.98) from this study, we calculated Cohen’s f = 0.77, yielding
a sample size of 7 participants per group for a one-way ANOVA
omnibus test. Since the security score is not strictly interval-scaled,
we planned to use a non-parametric Wilcoxon rank-sum test, which
G*Power does not support for power analysis. To adjust for the
reduced power of non-parametric tests, we applied a correction
factor of 1.16, increasing the sample size to 8 participants per group
for the omnibus test. For post-hoc comparisons using Wilcoxon
rank-sum tests, we estimated sample sizes of 6 participants per
group for comparing SA to N and 20 participants per group for
comparing A to N.

5.1.3  Participants. We recruited freelance software developers
from Upwork [86] from February to June 2024, using the platform’s
user profiles to ensure that all participants had experience in soft-
ware development. Additionally, we conducted a pre-survey via
Qualtrics. To participate, individuals had to meet the following
criteria: be at least 18 years old and have Java programming experi-
ence. To ensure data quality, we included two screening questions
in the job post participants had to complete after being invited to
the study by the Upwork team. We used a consecutive sampling
approach [48], verifying participants’ responses via their profiles as
proposals arrived. The Upwork recruitment service initially invited
2369 developers, resulting in 1455 proposals. Of these, we con-
tacted 118, and 80 participants responded, completed a pre-survey,
scheduled an appointment, and completed the main study. Upwork
invited a diverse pool of software developers without requiring Java
experience, resulting in many proposals from participants lacking
Java skills and a significant gap between proposals submitted and
invitations sent. Consistent with prior findings that varying com-
pensation did not affect developers’ security behavior in the pre-Al
Study B [57], we compensated participants via Upwork with a
fixed amount independent of task completion time, converting the
compensation of the pre-Al study B of €200 for the task and €20 for

the survey into $215 and $25. The study was advertised as taking
up to eight hours, with the actual average length per participant
being 435 minutes (min: 87 minutes, max: 2927 minutes, median:
279 minutes, o: 557).

Table 6 summarizes the demographics of our participants. The
majority identified as men (96.3%), with a mean age of 31.5 years
(0 = 6.9, range 18-50). Most participants were freelancers (65%) or
industrial developers (25%), and they primarily developed web ap-
plications (72%) and enterprise applications (48%). On average, they
had 6.74 years of Java experience (o = 4.4) and 9.2 years of overall
software development experience (o = 5.1). Geographically, 37.5%
were from countries such as Pakistan (10%), India (7.5%), Sri Lanka,
Kenya, Bangladesh, and Egypt (5% each), with 62.5% from other
locations. Additionally, 93.8% held a university degree. Familiarity
with Java, PostgreSQL, Hibernate, and Eclipse IDE was generally
high (mean Likert scores 5.3 - 6.3). The majority of participants
(75%, SA and A) had prior experience using Al for programming.

5.1.4  Analysis. Code Analysis. We used the same assessment of
functionality and security of participants’ solutions as in Study A
(see Section 3.1.3). This included scoring participants’ solutions us-
ing a 0 - 7 security scale based on factors such as hashing algorithm
choice, iteration count, and salt generation, similar to [57].

Survey. We analyzed survey responses using descriptive statis-
tics and open coding [74]. Descriptive statistics summarized quan-
titative trends, patterns, and metrics. Open coding [74], applied
to open-ended responses, identified recurring themes, concepts,
and insights. Researchers R1 and R2 collaboratively developed an
initial codebook by jointly coding four surveys. Each then inde-
pendently coded 40 surveys, updating the codebook as needed and
meeting regularly to discuss new codes. They then cross-coded
each other’s subsets so both had coded all surveys. Finally, both
researchers discussed and resolved all coding conflicts to merge
the documents and reach full agreement. Conflicts arose between
segments assigned to the codes “Al-generated suggestions need
to be assessed” (specific behaviors) and “Al needs to be handled
responsibly” (broader interactions). Inter-coder agreement was not
calculated to value individual researchers’ views [50]. The full code-
book is in Appendix B.7.

Hypotheses Evaluation. We conducted confirmatory hypothe-
sis testing for H1, a structured approach that tests specific predic-
tions informed by prior work. This involved conducting a power
analysis to ensure the study was designed to reliably detect the
expected effects [11]. Since our dependent variable is ordinal, we
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Table 6: Demographics of the 80 participants.

Gender

Man: 77 (96.3%), Woman: 3 (3.8%)

Age min = 18, max = 50, £ = 31.5, md = 31, 0 = 6.8

Main occupation

Type of Software developed
applications 13 Other: 5

Java experience [in years]

Software Development experience [in years]

Country

University Degree

Java Familiarity [7-Likert]

PostgreSQL Familiarity [7-Likert]

Hibernate Familiarity [7-Likert]

Eclipse IDE Familiarity [7-Likert]

Used AI for Programming before [Only A & SA]  Yes: 30 (75%), No: 10 (25%)

Freelancer: 52 (65%), Industrial developer: 20 (25%), Student: 4 (5%), Other: 4 (5%)
Web Applications: 72, Enterprise Applications 48, Desktop Applications: 35, Mobile Applications: 31, Embedded

min = 0, max =21, g = 6.7, md = 6, 0 = 4.4

min = 0, max =21, y=9.22, md = 8, 0 = 5.2

Pakistan: 8 (10%), India: 6 (7.5%), Sri Lanka: 4 (5%), Kenya: 4 (5%), Bangladesh: 4 (5%), Egypt: 4 (5%), Other: 50 (62.5%)
Yes: 75 (93.8%), No: 7 (6.3%)

min=3,max=7,pu=63md=70=09

min=2max=7, =59, md=6,0=12

min=1,max=7,u=54md=6,0=16

min=1max=7, =53, md=60=14

used non-parametric tests, i.e. the Kruskal-Wallis test [26] to test
H-1 and Wilcoxon ranksum tests [26] for post-hoc testing [26]. All
hypotheses were tested using two-tailed tests [26] at the level of
a=.05. To control for multiple comparisons, a Bonferroni-Holm [41]
correction was applied to the p-values with a correction factor of
six due to the six pairwise comparisons between our conditions.

5.1.5 Ethics. With no formal IRB requirement in Germany, our
university had no active institutional review board (IRB) during its
transition to a new ethics committee within the Faculty of Com-
puter Science, recognizing that existing medical-focused structures
were unsuited to computer science research. However, the consent
form and study materials were derived from our IRB-approved
Study A. We took steps to ensure ethical conduct by complying
with the General Data Protection Regulation (GDPR) and clearing
data handling with the data protection officer. Participants were
informed of the study procedure, data policies, and their rights via
a downloadable consent form, could ask questions at any time, and
withdraw without consequences or loss of payment. They were
also informed of their right to access, review, or delete their data.

5.1.6 Limitations. This study has limitations to consider when
interpreting the results.

Recruitment Platform. First, our sample consisted of freelancers,
whose practices may vary across platforms and differ from those
of company developers, potentially affecting outcomes. Second,
survey data may be influenced by social desirability bias: Partici-
pants on Upwork might have feared that poor performance, such as
insecure password storage, limited proficiency, or failure to verify
Al-generated suggestions could reduce future research opportuni-
ties.

Impact. As with Study A, the rapid evolution of LLMs raises
questions about temporal validity. However, our analysis focuses
on developers’ behavior when engaging with Al rather than model-
specific capabilities. As we outline in Section 3.1.5, such behavioral
patterns tend to change more slowly [6, 40, 70] than underlying
model updates, and prior work shows that security-relevant halluci-
nations and incomplete reasoning persist across versions. For Study
B, these considerations similarly imply that the observed developer
behaviors remain informative despite ongoing improvements in Al
assistants.

6 Study B: Results of the Quantitative Online
Study on Password Storage with Freelance
Developers

We present solutions and statements of participants by labeling
them with N, A, S, and SA from 1 to 20 according to the instruc-
tion scenario assigned to them. We report how many participants
made statements via qualifiers where necessary to indicate a dis-
tribution. We used qualifiers for participants as shown in Figure 3.
Table 7 and 8 give an overview of our participants’ code submis-
sions, including completion time, functionality, post-task security
instructions, and security analysis. Expected task difficulty was com-
parable across all four groups before participants were assigned to
conditions. Median values were identical (md = 4.0), and the mean
differences were minimal (N: g = 4.2, A: g =4.4,S: p=44,SA: i
= 4.1). The distributions show that most participants anticipated a
moderate level of difficulty. No group anticipated markedly higher
or lower difficulty, indicating that participants entered the study
with broadly similar expectations and without systematic bias to-
ward perceiving the task as easier or harder. However, on average
the SA group experienced the task less difficult (SA: md = 6.0, ¢ =
1.1) compared to the other groups (N: md = 5.5, 0 = 1.4, A: md = 5.0,
0=11,S:md=5.0, 0 = 1.4).

Majority | Most [Almost All| All

0% 100%
15% 30% 45% 55% 70% 85%

Figure 3: Qualifiers and percentage ranges used to report
qualitative results (adopted from Amft et al. [3]).

6.1 H-1: Effect of Instructions on Participants’
Security Score

Table 9 outlines security scores across all groups, including their
initial and final submissions. The former refers to all participants’
first submissions (prior to receiving a post-task security instruction
for those who received one), while the latter encompasses the most
recent submission from all participants. Considering all final sub-
missions, a total of 69 (86.3%) participants used a hashing function,
while eight (10%) opted for Base64 encoding. Across all groups,
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Table 7: Evaluation of the functionality and security of participants’ solutions.
N=Non-Instructed, A=Al-Instructed

Bold: Participants who initially submitted a plaintext solution and received the additional post-task security instruction.

Resubmit Security
Participant Time Functionality Post-Task upon Post-Task Used AT Hashing Salt

D (hh:mm) Security Instruction Security Instruction Hashfunction Length (bits) Iteration count Used library Length (bits) | Total

(at most +2) (+1if > 160)  (at most +1) (at most +2) (+1if >32) | (7)
N1 06:08 v v v ‘ X SHA-256 256 1 DigestUtils 128 0/5
N2 04:59 v X = X BCrypt 192 65536 FavreBCrypt 128 6
N3 06:00 v v v ‘ X BCrypt 192 1024 MindrotBCrypt 128 0/6
N4 01:42 v v v X BCrypt 192 4096 FavreBCrypt 128 0/6
N5 07:00 v v v ‘ ChatGPT BCrypt 192 4096 FavreBCrypt 128 0/6
N6 47:32 v v v X SHA-256 256 1 MessageDigest - 0/2
N7 09:11 v X - ‘ X BCrypt 192 1024 MindrotBCrypt 128 6
N8 01:34 v v v X PBKDF2WithHmacSHA1 128 65536 SecretKeyFactory 128 0/5
N9 04:51 v v v ‘ ChatGPT BCrypt 192 1024 MindrotBCrypt 128 0/6
N10 02:32 v v v X BCrypt 192 1024 Spring Security 128 0/6
Ni11 04:10 v x | x BCrypt 192 1024 MindrotBCrypt 128 6
N12 06:44 X X - ChatGPT = = = = = =
N13 02:10 v v v | X Base64 - - Base64Util - 0/0
Ni14 02:10 v v v X SHA-256 256 1 MessageDigest 128 0/4
Ni5 04:14 v v v | X BCrypt 192 1024 MindrotBCrypt 128 0/6
N16 05:03 v v v Microsoft Copilot BCrypt 192 1024 MindrotBCrypt 128 0/6
N17 03:50 v v v ‘ X BCrypt 192 1024 Spring Security 128 0/6
N18 04:24 v v v ChatGPT BCrypt 192 1024 MindrotBCrypt 128 0/6
N19 02:26 v X - ‘ ChatGPT BCrypt 192 4096 FavreBCrypt 128 6
N20 04:49 v v v ChatGPT PBKDF2WithHmacSHA1 128 65536 PBEKeySpec 128 0/5
Al 07:17 v v v ‘ Codeium SHA-256 256 1 MessageDigest - 0/2
A2 03:42 v v v ChatGPT BCrypt 192 1024 MindrotBCrypt 128 0/6
A3 07:02 v v X | ChatGPT Base64 - - PgBase64 - 0/0
A4 19:12 v/ v v Tabnine BCrypt 192 1024 MindrotBCrypt 128 0/6
A5 07:45 v v X \ X Base64 - - PgBase64 - 0/0
A6 35:22 v v v ChatGPT BCrypt 192 1024 MindrotBCrypt 128 0/6
A7 02:52 v v v ‘ X SHA-256 256 1 DigestUtils - 0/2
A8 06:53 v v v ChatGPT PBKDF2WithHmacSHA256 128 10000 SecretKeyFactory 128 0/5
A9 04:17 v v v ‘ ChatGPT BCrypt 192 4096 FavreBCrypt 128 0/6
Al10 01:38 v v v ChatGPT SHA-256 256 1 DigestUtils = 0/2
A1l 06:51 X X - | ChatGPT - - - - - -
A12 03:11 v v v X SHA-256 256 1 MessageDigest - 0/2
Al13 01:54 v v v ‘ ChatGPT BCrypt 192 1024 Spring Security 128 0/6
Al4 01:53 v X = ChatGPT SHA-256 256 1 MessageDigest = 2
Al5 03:12 v v v ‘ ChatGPT MD5 128 1 MessageDigest - 0/1
Al6 10:05 v v v X SHA-256 256 1 MessageDigest - 0/2
Al17 03:24 v v v ‘ ChatGPT BCrypt 192 1024 MindrotBCrypt 128 0/6
Al18 48:47 v v 4 X Base64 = = JavaBase64 = 0/0
A19 05:16 v X - ‘ Gemini BCrypt 192 1024 Spring Security - 4
A20 24:38 v v Gemini BCrypt 192 1024 Spring Security 128 0/6

BCrypt was the most commonly employed hashing function, used
by 43 (53.8%) participants. In Group N, three participants utilized
SHA-256, and two used PBKDF2. In Group A, SHA-256 was the
second most popular choice (6), followed by MD5 and PBKDF?2,
each employed once. In Group S, four participants chose SHA-256,
two used PBKDF2, and one used SHA-512 with the latter being
the only instance of its use across the entire study. In Group SA,
SHA-256 was implemented three times, MD5 twice, and PBKDF2
once.

Focusing on the effects of our four instruction scenarios, we com-
pared security scores of initial submissions across the four groups
using the Kruskal-Wallis Test due to non-normal score distribution
(see Appendix B.1.1). Bonferroni-corrected results revealed signifi-
cant differences between S and A (r, = 0.75, p = 0.000092), SA and
A (rp =0.63,p =0.001511), S and N (r, = 0.53, p = 0.005542), and SA
and N (r, = 0.44, p = 0.048280), showing that security instructions
and the combination of security and Al instructions significantly
improved security scores. Notably, the combination of security and
Al instructions (SA) proved effective, suggesting that the Al instruc-
tion did not diminish the effectiveness of the security instruction.

Despite participants across all groups rating their understanding
of security concepts (Q7, y = 5.7, md = 6.0, ¢ = 1.2) and knowledge

about secure password storage (Q12, y = 5.3, md = 6.0, 0 = 1.4) as
rather positive (see Appendix B.1.2), about half of the participants
demonstrated misconceptions about password storage security.

Some participants inaccurately referred to hashing algorithms
as encryption methods or used the terms interchangeably (N = 6, A
=12,S =9, SA = 13). A few participants believed that encryption
provides secure password protection (N=1,A=2,S=2,SA =3),e.g.,
using AES. A few participants mistakenly believed that insecure
algorithms or practices provide adequate security for passwords
(N=1,A=3,S =2, SA = 3). Similarly, a few considered Base64
encoding to be a secure method. A few participants demonstrated
misconceptions about salting practices, using insecure methods,
such as using the username as the salt.

From the security-instructed groups (S and SA), 31 participants
(77.5%) reported they would have stored passwords securely even
without explicit instructions (Q17). Of those instructed to use Al
assistants (A and SA), 28 participants used Al assistants (see Ap-
pendix B.1.5). Of these, 19 (67.9%) indicated they would have inde-
pendently chosen to use Al assistants, while nine (32.1%) would
not.
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Table 8: Evaluation of the functionality and security of participants’ solutions.
S=Security-Instructed, SA=Security-Al-Instructed

Bold: Participants who initially submitted a plaintext solution and received the additional post-task security instruction.

Resubmit Security
Participant  Time Functionality Post-Task upon Post-Task Used Al Hashing Salt
D (hh:mm) Security Instruction . . Hashfunction Length (bits) Iteration count  Used library ~ Length (bits) | Total
Security Instruction © 4
(at most +2) (+1if > 160)  (at most +1) (atmost +2)  (+1if>32) | (7)
S1 05:01 v v X ChatGPT, Perplexity Base64 - - PgBase64 - 0/0
S2 06:37 v X = ChatGPT SHA-256 256 1 MessageDigest = 2
S3 07:05 v X - X PBKDF2WithHmacSHA512 512 1000 PBEKeySpec 4096 5.5
S4 01:59 v X = X BCrypt 192 1024 MindrotBCrypt 128 6
S5 03:37 v X - X SHA-256 256 1 MessageDigest 128 3
S6 04:07 v x - ChatGPT BCrypt 192 4096 FavreBCrypt 128 6
S7 03:40 v X - X PBKDF2WithHmacSHA1 128 65536 PBEKeySpec 128 5
S8 04:02 v X = ChatGPT SHA-256 256 1 MessageDigest = 2
S9 04:21 v X - ChatGPT BCrypt 192 4096 FavreBCrypt 128 6
S10 04:53 v X = Gemini BCrypt 192 1024 Spring Security 128 6
S11 04:09 v X - X BCrypt 192 1024 MindrotBCrypt 128 6
S12 04:33 v x - ChatGPT BCrypt 192 1024 MindrotBCrypt 128 6
S13 03:40 v x - ChatGPT BCrypt 192 4096 MindrotBCrypt 128 6
S14 01:36 v X = GitHub Copilot BCrypt 192 1024 MindrotBCrypt 128 6
S15 03:51 v X - X - - - - - 0
S16 06:00 v v v X BCrypt 192 4096 MindrotBCrypt 128 0/6
S17 04:03 v X - X SHA-512 512 1 MessageDigest - 2
S18 06:58 v v v ChatGPT BCrypt 192 1024 Spring Security 128 0/6
519 01:58 v x - ChatGPT BCrypt 192 1024 MindrotBCrypt 128 6
S20 12:26 v X - X SHA-256 256 100000 JasyptEncryptor 128 6
SA1 05:53 v X - ChatGPT SHA-256 256 1 MessageDigest - 2
SA2 05:14 v X = ChatGPT SHA-256 256 1 MessageDigest - 2
SA3 05:21 v X - ChatGPT SHA-256 256 1 MessageDigest - 2
SA4 02:56 v X = ChatGPT MD5 128 = MessageDigest - 1
SA5 04:04 v x - ChatGPT BCrypt 192 1024 MindrotBCrypt 128 6
SA6 04:52 v X = ChatGPT BCrypt 192 1024 MindrotBCrypt 128 6
SA7 10:18 v X - ChatGPT BCrypt 192 1024 MindrotBCrypt 128 6
SA8 04:45 v X - ChatGPT BCrypt 192 1024 MindrotBCrypt 128 6
SA9 08:11 v v v X PBKDF2WithHmacSHA256 256 65536 PBEKeySpec 80 0/5
SA10 04:17 v X ChatGPT BCrypt 192 1024 MindrotBCrypt 128 6
SA11 03:39 v X - Microsoft Copilot BCrypt 192 64 PgCrypto 128 5
SA12 02:45 v x - Grog BCrypt 192 1024 MindrotBCrypt 128 6
SA13 01:27 v v X X Base64 - - PgBase64 - 0/0
SA14 02:25 v v X X Base64 - - PgBase64 - 0/0
SA15 09:00 v v v X BCrypt 192 1024 MindrotBCrypt 128 0/6
SA16 05:27 v X = ChatGPT BCrypt 192 1024 MindrotBCrypt 128 6
SA17 02:00 v X GitHub Copilot BCrypt 192 1024 MindrotBCrypt 128 6
SA18 05:35 v X - x BCrypt 192 1024 Spring Security 128 6
SA19 44:03 v v v X MD5 128 - MessageDigest - 0/1
SA20 17:48 v v X X Base64 = = JavaBase64 - 0/0

Table 9: Group security scores of initial and final
submissions. Up to 7 points. j,;tia1=initial submission,
final=final submission.

Ninitia.l oc=25 md=0.0, H= 1.3
Nfinal 0=16 md=6.0, =52
Ainitial o=10 md = 0.0, H= 0.3
Afinal 0=24 md=20,u=34
Sinitial | 0=25 md=58 pu=40
Sfinal 0=22 md=6.0,pu=46
SAinitial o=28 md=35, p=33
SAfinal 0=25 md=55,pu=39

H-1 - Summary

Security instructions and the combination of security and Al in-
structions led to significantly more secure solutions. Notably, the
latter combination of instructions demonstrated that the Al in-
struction did not compromise the effect of the security instruction.
This confirms Study A’s observation that participants in the com-
bined instruction condition submitted the most secure solutions
and extends pre-Al results [57, 59] by demonstrating that explicit
security reminders remain effective for password storage tasks even
in Al-assisted workflows.

6.2 H-2: Effect of Reported Usage of Al
Assistants During the Study on Participants
Security Score

H

The majority of participants (46, 57.5%) reported to have used Al
assistants to solve the task. Table 15 in our Appendix outlines the
usage of the specific Al assistants as reported by participants in
our survey. The most relevant Al assistant used during the task
was ChatGPT (34) which was mainly used for general support and
code generation. Still, many participants (34, 42.5%) did not use
Al assistants to solve the task. From these, some participants (18,
22.5%) indicated they would have used Al assistants if it had not
been a study, while some participants (16, 20%) reported they would
not have. About half of our participants shared diverse reasons for
using and not using Al assistants during our study. These reasons
encompassed workflow-related factors (e.g., increased efficiency
when using Al assistants), environmental considerations (e.g., task
was too simple to warrant the use of Al assistants), and personal
habits (e.g., regular reliance on Al assistants).
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Overall, submissions involving Al achieved higher security scores
than those without for both initial and final submissions (see Ap-
pendix B.1.3), with the exception of Group N for initial scores.
Improvements from initial to final submissions were larger when
Al was used, except in Group S, suggesting post-task instructions
were more effective with Al-assisted submissions. In Group SA, par-
ticipants who used Al received no post-task instruction. In Group
A, all participants who did not use Al submitted plaintext solu-
tions (see Table 8). Among the seven non-Al users in Group SA, all
but one (SA18) also submitted plaintext. While this might suggest
that participants ignored all instructions, half of them (SA13, SA19,
SA20) indicated they believed their initial plaintext submissions
were secure and chose not to resubmit.

Across groups, 41 (51.3%) participants received a post-task secu-
rity instruction after submitting plaintext solutions (N: 15, A: 17,
S: 3, SA: 7). Of these, 35 (85.4%) resubmitted their solutions, while
six (14.6%) chose not to resubmit (A3, A5, S1, SA13, SA14, SA20),
resulting in a security score of 0. A3, A5, and SA20 were confi-
dent the password was “encrypted.” In fact, it was encoded with
Base64, as seen in Table 7 and 8. Further, S1 believed the database
had “encrypted” the password already, SA13 responded that the
password was “encoded,” while SA14 believed Base64 to be secure.
Post-task instructions increased mean security scores notably for
Groups N (3.9) and A (3.1;), indicating that post-task instructions
improve security once functionality is in place (see Table 9). Final
scores for N (5.2) and A (3.4) were similar to the initial scores for S
(4.6) and SA (3.9), suggesting pre- and post-task instructions can be
comparably effective in enhancing security scores. Compared to the
pre-Al study B [57], Groups N and S in our study achieved higher
mean security scores at both initial (0.4 and 1.8) and final (3.0 and
2.1) submission stages, indicating that Al assistance contributed to
better security score.

6.2.1 Security Score. Pre-Task Security Instruction. We em-
ployed the Wilcoxon ranksum test due to non-normal score distri-
bution. We observed a significant difference between participants
who reported to have used Al assistants during the task and those
who did not in the group SA (rj, = 0.80, p = 0.0142), revealing that
the usage of Al assistants in addition to security and Al prompts
significantly improved security scores.

Post-Task Security Instruction. For the smaller subset of par-
ticipants who received only a post-task security instruction (groups
N and A), we limited our analysis to those participants only, as
groups S and SA had already received a pre-task security instruc-
tion. We used the Wilcoxon ranksum test due to non-normal score
distribution and observed significant difference in group A (rp =
0.51, p = 0.03501), indicating that when the security instruction
is provided after the task, Al users were more likely to produce a
secure revision than non-Al users.

6.2.2  Developers’ Perception of Al Assistance. About half of the par-
ticipants viewed Al assistants as incapable of generating secure sug-
gestions, with many citing security limitations. Conversely, a major-
ity considered them capable, about half noting potential to provide
valuable insights, suggest “the industry standard” — [SA17], or de-
liver trusted security solutions. Still, many emphasized the need
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for thorough review. A majority stressed verifying Al-generated se-
curity suggestions through “human verification” — [S14] and cross-
checking with “trusted security resources” — [A6], forums, and ex-
perts. This need for scrutiny, shared by some, including a few high-
lighting its importance in security contexts, was linked to careful
implementation (N4), caution (S14), supplementary use (A6), and
accountability (SA5). While participants generally trusted Al sug-
gestions (AI31, p = 3.7, md = 4.0, 0 = 1.4), about half expressed
distrust, with many specifically doubting Al-generated security
outputs (e.g., “[sJecurity [...] cannot be entrusted to only AI” — [A5]).
Some expressed conditional trust, with a few depending on context
and a few on user knowledge. Finally, a few emphasized self-reliance
(e.g., “Ttrust myself more for these aspects” — [N5]).

H-2 - Summary

Our participants who used Al assistants achieved higher mean
security scores than participants in the pre-Al study B, demonstrat-
ing improved password security practices with the support of Al
assistants. Using Al assistants for secure password storage when
paired with (pre- and post-task) security and Al instructions, re-
sulted in a significant improvement in security scores compared to
participants who did not use Al assistants, highlighting enhanced
password security practices through the usage of Al assistants
when guided appropriately. Similar to Study A, participants voiced
concerns about accuracy and the need for verification highlighted
a cautious approach to their use.

7 Discussion

Across both studies, we observed a trend that extends pre-Al work
on secure password storage. Before the widespread adoption of
Al assistants, developer studies showed that participants rarely
implemented secure password storage without explicit security
instructions [57, 59]. Our results replicated this effect in an Al-
mediated landscape: In both the student lab (Study A) and the
freelancer study (Study B), participants largely neglected secure
password storage unless security was explicitly requested. At the
same time, our data reveal a behavioral shift compared to pre-
Al studies: Developers now routinely integrate Al assistants into
their workflow when implementing password storage, even without
being instructed to do so. Together, these patterns indicate that the
introduction of Al assistants has not altered the requirement-driven
nature of developers’ security behavior. Instead, Al reshapes how
developers pursue a solution by shifting their workflow toward
copy/paste—oriented patterns while leaving underlying decision
logics unchanged. This suggests a behavioral trend underlying
developers’ interactions with Al: When security is not framed as a
task requirement, developers direct Al queries toward functionality
rather than security, resulting in insecure implementations despite
access to security-relevant suggestions.

7.1 Comparison with Past Research

Our findings extend pre-Al instruction research on secure password
storage [57, 59] by showing that instructing remains a necessary
condition for secure implementations even in Al-mediated work-
flows. In contrast to previous work, where instructions primarily
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redirected developers’ own coding actions, our results suggest a
broader mechanism: Instructions now also shape the interaction
with Al assistants. When security is explicitly required, develop-
ers channel their queries toward security-oriented solutions and
copy/paste secure examples; when it is not, they engage AI only
for functionality, reproducing the pre-Al pattern of neglecting se-
curity. This indicates that instructions do not lose relevance in the
age of Al rather, their influence widens to govern both developer
decision-making and developer—Al communication.

Compared to previous work that highlighted the risks of in-
secure software development with Al assistants [63, 67, 69], our
findings for H-2, RQ1, and RQ2 showed that AI assistants con-
tribute positively to secure password storage practices when paired
with explicit security and Al usage instructions. Participants who
used Al assistants in conjunction with these instructions achieved
higher security scores compared to non-Al users. These results
align with the observations of Asare et al. [5], who identified po-
tential security benefits of Al tools in addressing complex tasks.
Extending their insights, we explored the challenging task of secure
password storage requiring cryptographic knowledge, illustrating
how Al tools can support developers in navigating security-critical
implementations. However, while our participants achieved higher
security scores with Al assistance, these tools can still produce inse-
cure code without proper guidance [60, 67, 79]. Our participants in
Study A and B underscored the critical role of prompts in guiding
AT outputs toward secure practices, reinforcing the notion that Al
assistants must be used with caution (see Sections 4.2.2 and 6.2.2).
Our qualitative data further showed that participants’ avoidance of
secure third-party libraries stemmed from usability hurdles rather
than uncertainty about permissions. Screen recordings indicate that
participants attempted to import secure libraries but, after facing
configuration or dependency errors, shifted to implementations
requiring no additional setup (see Section 4.1.4). This convenience-
driven behavior aligns with pre-Al observations that developers
prioritize reducing friction in their workflow [45], and it illustrates
how usability challenges can redirect Al-assisted coding toward
less secure solutions.

One participant in study A achieved the highest score of 7
points using Al assistance, a result not seen in the pre-Al stud-
ies [57, 59]. However, this participant stood out by leveraging mul-
tiple resources and applying prior knowledge (see Section 4.1.2),
emphasizing the importance of expertise and validation when using
Al-generated solutions. On average, in study B the SA group per-
ceived the task less difficult compared to the other groups N, A, and
S (see Section 6), suggesting that a clear definition of requirements
and the use of Al assistants might reduce cognitive load [25, 76, 89]
and provide participants with more guidance when implementing
secure password storage. The efficiency provided by Al assistance
could potentially free up cognitive and time resources, enabling
developers to dedicate greater attention to implementing and veri-
fying secure practices. While Al tools can enhance secure practices
when appropriately guided, they do not replace the need for explicit
security instructions. Instead, the combination of Al assistance and
security instructions provides a complementary strategy for im-
proving security outcomes.

Yardim et al.

7.2 Implications and Future Research

Our findings show that in Al-assisted development, instructions
no longer affect only developers’ coding actions, as documented
in pre-Al work, but also the interaction between developers and Al
assistants. Instructions determine what developers ask Al tools for,
what examples they copy/paste, and which solutions they pursue.
As a result, instructions shape not just decisions, but the entire Al-
mediated workflow. Additionally, participants varied in how they
performed prompting: Some inserted the instructions verbatim,
others reformulated them, and some provided only partial task
context. These prompting choices influenced the AI’s output and,
in turn, the security of the resulting code. Thus prompting becomes
a socio-technical practice shaped by organizational requirements,
developers’ interpretations, and Al assistance behavior, reflecting
how developers translate task instructions into prompts within
their workflow.

7.2.1 Implications for Secure Development Workflows. Organiza-
tions should continue to provide explicit security requirements
even in Al-enhanced workflows, because instructing remains the
primary mechanism that directs developers’ goals and, in turn, their
prompts to Al assistants. Our results show that without explicit
security instructions, developers consistently queried Al assistants
for functional guidance, reproducing the same insecure outcomes
as in pre-Al studies. Security instructions therefore remain an orga-
nizational responsibility: They determine whether security enters
the developer—Al interaction at all. At the same time, prompt engi-
neering guidance becomes increasingly important in environments
where explicit prompts cannot be consistently guaranteed. As prior
work has shown, carefully structured prompts can mitigate inse-
cure Al suggestions [68, 79], and our findings reinforce that such
structure is necessary for secure outcomes.

7.2.2  Supporting Developers in Assessing Al-Generated Code. Or-
ganizations should provide explicit guidelines for assessing Al out-
puts. Even though participants in both studies acknowledged the
need to verify Al-generated code, very few actually evaluated the
correctness or security of snippets before integrating them (see
Sections 4.2.2 and 6.2.2). This gap between awareness and practice
highlights the need for actionable validation guidance—such as
lightweight checklists, warnings embedded into task descriptions,
or secure code review protocols—particularly for security-critical
tasks such as password storage. Guidance can help developers bal-
ance the efficiency benefits of Al assistance with the need for inde-
pendent validation.

7.2.3  Reducing Cognitive Load Without Causing Over-Reliance. Al
assistance demonstrably reduced perceived task difficulty in Study B
under security requirements, aligning with prior work on cogni-
tive load reduction. By handling repetitive or complex tasks, Al
assistants free up cognitive [25, 76, 89] and time resources [8, 87].
However, this cognitive relief did not automatically lead to secure
outcomes in groups without security instructions. This suggests
that Al-driven efficiency can support secure behavior only when se-
curity is already framed as part of the task. To optimize this balance,
it is essential to design workflows that leverage Al efficiency with-
out fostering over-reliance [88]. Future research should examine
how to balance cognitive relief with the risk of over-reliance, and
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develop workflows that preserve developers’ independent problem-
solving skills. Additionally, adaptive Al systems tailored to varying
expertise levels could be explored to provide optimal support for
both novice and experienced developers. For novice developers, Al
systems could provide simplified explanations and context-specific
examples to build foundational understanding, while offering ad-
vanced, nuanced suggestions for experienced developers to main-
tain efficiency.

7.2.4  Designing Al Systems to Address Misconceptions and Inse-
cure Defaults. Al assistants should be improved to address persis-
tent misconceptions. Developers’ misconceptions about security
practices, such as conflating encryption and hashing terminology,
persisted even after completing the task (see Section 6.1). Al as-
sistants could address these knowledge gaps in user prompts and
provide corrective explanations. This would transform Al tools
into active educators, empowering developers with a deeper un-
derstanding of security concepts rather than just offering passive
guidance. While it is important to acknowledge that Al tools can
generate inaccurate information [60, 67, 92], they have become
an integral part of developers’ workflows [82, 83]. This makes it
critical to embed mechanisms that highlight insecure suggestions,
prioritize secure libraries, and warn when a developer requests
insecure implementations. These capabilities directly address the
tendencies we observed when participants rejected library-based
implementations and received less secure alternatives in return.

7.2.5 Improving Access to External Security Resources. Al environ-
ments should improve access to reliable external resources. Partici-
pants who used Microsoft Copilot benefited from default-provided
source links, which enabled them to validate recommendations and
ultimately arrive at more secure solutions. By contrast, ChatGPT’s
lack of default linking required developers to manually request
references. Ensuring seamless access to documentation and au-
thoritative guidance can help developers move beyond copy/paste
adoption and support a deeper understanding of secure practices.

While this work focused on the security-critical task of password
storage in a database, we anticipate that similar trends are likely to
appear in comparable security use cases. However, further research
is required to replicate the findings in other security use cases in
order to generalize them. Overall, our results indicated that secure
Al-assisted development requires a combination of organizational
practices (explicit instructions, validation guidance) and technical
improvements in Al assistants (robust secure defaults, detection of
misconceptions, transparent linking). Future research should ex-
plore (1) adaptive prompting systems that guide developers toward
secure interactions with Al (2) mechanisms for detecting and cor-
recting conceptual misunderstandings in real time, (3) strategies for
leveraging cognitive relief without promoting over-reliance, and (4)
Al-generated warnings triggered by insecure developer inputs or
fallback requests. As Al continues to shape everyday development
workflows, aligning human behavior, organizational processes, and
Al design will be essential for reliably achieving secure outcomes.

8 Conclusion

Our work examined whether established instruction interventions
remain effective in the era of Al-assisted software development.
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Building on pre-Al studies of password storage [57, 59], we con-
ducted a qualitative lab study with 21 students (Study A) and a quan-
titative follow-up with 80 freelance developers (Study B). Study A
revealed how participants approached Al assistance in a password
storage task: Convenience often outweighed security, copy/paste
strategies dominated, and skepticism about Al-generated security
advice persisted. These behaviors underscored the need for explicit
interventions. Study B then confirmed this statistically: Security
instructions significantly improved outcomes, and Al use strength-
ened instruction effects. Together, these findings extend pre-Al
work on security instructions by showing that such interventions
remain essential even as development practices shift toward Al
assistance. While prior research highlighted the risks of insecure
AT outputs [60, 67, 79], our results extend this perspective: Al as-
sistance does not ensure security, but when paired with targeted
instructions, it can reinforce secure practices rather than undermine
them.
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Appendix
A Study A
A.1 AI Usage of our Participants

Table 15 summarizes participants’ usage of Al assistants before
and during the study. The latter is separated between what par-
ticipants remembered in the interviews (self-report) and what we
observed participants used in the videos during the task (actually).
Participants in groups C and S were not specifically primed for Al
assistants; consequently, data on the Al assistants they used before
the study was not collected during the survey to avoid priming
them.

A.2 Study Invitation

Dear Computer Science Students,

We are conducting several scientific studies, in which you can
participate and earn 115 euros!

Details: We are looking for motivated Computer Science Students
(over 18), who want to take part in a scientific study with the topic of
Web Development in Java and to earn some extra money. The goal
of the study is to test the usability of different Java web development
APIs. In the study you will be asked to implement parts of a web
application. Basic knowledge of Java and the IDE Eclipse is required.
The study will last 8 hours. Afterwards we will conduct a hort
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interview and ask some questions about the tasks. The interview
will be audio recorded to facilitate the evaluation of results. A video
of your screen will be recorded to evaluate the usability of the APIs.
The aim of the study is not to test your knowledge but the usability
of the APIs. All data gathered during the study will be anonymized.
Anonymized data and quotes may be published as part of a scientific
publication. You will be paid 115 euros via PayPal for taking part
in the study.

Knowledge required: IDE Eclipse, JAVA

Interested? Please fill in the following questionnaire to register
your interest: (Link to Screening Survey on Qualtrics)

We are looking for a good mix of skills, so please fill out the
questionnaire as accurately as possible. We are looking for up to 20
participants. Registering your interest does not guarantee partici-
pation.

Location of Study: ...

Contact Information: ...

A.3 Screening Survey

e Gender?
- woman
- man
- non-binary
prefer not to disclose
— prefer to self-describe: [text]
e How old are you? [text]
e What is your current main occupation?
- Student
— Other: [text]
e Which university are you at? [text]
e In which program are you currently enrolled?
— Bachelor - Applied Computer Science
— Master - Applied Computer Science
- Otbher: [text]
e Your semester: [text]
o Currently, do you have a part-time job in the field of Com-
puter Science?
[If yes ] What part-time job in the field of Computer Science do
you have?
e Did you have a part-time job in the field of Computer Science
before?
[If yes ] What part-time job in the field of Computer Science did
you have?
e How familiar are you with Java?
— 1: Not familiar at all - 7: Very familiar
e How familiar are you with PostgreSQL?
- 1: Not familiar at all - 7: Very familiar
e How familiar are you with Hibernate?
— 1: Not familiar at all - 7: Very familiar
e How familiar are you with Eclipse IDE?
— 1: Not familiar at all - 7: Very familiar

A.4 Interview Guide
A.4.1  Code Security.

e Do you think that you have stored the end-user passwords
securely?

Yardim et al.

e No
— Why?
— (C and A Group:) Were you aware that the task needed a
secure solution?
o Yes (If yes, further questions below)

Further Questions (If participants believe they have stored the
end-user password securely.)

¢ (Cand A Group:) How did you become aware of the necessity
of security in this task? At which point did you decide to
store the end-user password securely?

e What did you do to store the user password securely? Please
name all steps taken in order to store the end-user password
securely

e What were the general problems you encountered when
implementing secure end-user password storage?

e (S and SA Group:) Do you think you would have stored the
end-user passwords securely if you had not been told about
it? Please explain your answer.

A.4.2  Security Concepts.

e What is the purpose of hashing?

e What is the purpose of salting?

¢ Did you hash the end-user password?

e Did you salt the end-user password?

e Did the Web framework JSF support you in storing the end-
user password securely? Please explain your answer.

e Did the Web framework JSF prevent you from storing the
end-user password securely? Please explain your answer.

o Imagine you were working in a company and you had exactly
the same task as you got today with exactly the same task
description and time constraint. Would you have solved the
task in exactly the same way as you solved it today?

e Did you solve the task functionally?

¢ Did you solve the task securely?

A.4.3 Al Tools.

e Have you ever used Al tools for programming before the
study?
— Please specify which Al tool(s) you used.
— What kind of tasks did you use the tool(s) for?
— How often do you use Al tools?
— How did Al tools change your programming workflow?
¢ Did you use any Al tool(s) for solving the task?
- Yes
* Please specify which Al tool(s) you used.
% Are there premium versions of the tool(s) you men-
tioned?
* How did you use the tool(s)?
* How did the tool(s) assist you during the task?
* Did you receive any functional suggestions from the Al
tool(s) during the task?
- What do you think of these suggestions?
* Did you use the Al tool(s) to get information about
functionality during the task?
- Why? / Why not?
* Did you receive any security suggestions from the Al
tool(s) during the task?
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Table 10: Participants’ Usage of Al Assistants for Programming In- and Outside of Study.

Used before Still using Used before Used in study Actually used in study
(Pre-Survey) (Pre-Survey) (Interview) (Interview) (Screen Recording)
N1 N/A N/A ChatGPT, Microsoft Copilot Microsoft Copilot Microsoft Copilot
N2 N/A N/A ChatGPT No Microsoft Copilot
N3 N/A N/A ChatGPT ChatGPT ChatGPT
N4 N/A N/A ChatGPT None None
N5 N/A N/A ChatGPT None None
Al None None ChatGPT ChatGPT ChatGPT
A2 None None ChatGPT ChatGPT, Microsoft Copilot | ChatGPT, Microsoft Copilot
A3 ChatGPT ChatGPT ChatGPT, Microsoft Copilot ChatGPT ChatGPT
A4 ChatGPT None ChatGPT Microsoft Copilot Microsoft Copilot
A5 None None ChatGPT, Microsoft Copilot ChatGPT, Microsoft Copilot ChatGPT
S1 N/A N/A ChatGPT ChatGPT ChatGPT
S2 N/A N/A ChatGPT, Poe ChatGPT ChatGPT
S3 N/A N/A ChatGPT ChatGPT ChatGPT
S4 N/A N/A ChatGPT None None
S5 N/A N/A ChatGPT ChatGPT ChatGPT
S6 N/A N/A ChatGPT, Microsoft Copilot None None
SA1 None None None ChatGPT ChatGPT, Microsoft Copilot
SA2 ChatGPT None ChatGPT ChatGPT, Microsoft Copilot | ChatGPT, Microsoft Copilot
SA3 | ChatGPT, GitHub Copilot GitHub Copilot ChatGPT, GitHub Copilot ChatGPT ChatGPT
SA4 ChatGPT ChatGPT ChatGPT ChatGPT ChatGPT
SA5 | ChatGPT, GitHub Copilot ChatGPT, GitHub Copilot | ChatGPT, GitHub Copilot ChatGPT ChatGPT
- What do you think of these suggestions? — Opverall, this task was ...?
— Did you use the Al tool(s) to get suggestions about security — 1: Very difficult - 7: Very easy
during the task? e I have a good understanding of security concepts.
* Why? / Why not? — 1: Strongly disagree - 7: Strongly agree
e (A and SA Group:) Do you think you would have used Al e How often do you ask for help facing security problems?

A5
A5.1

A5.2

Tools if you had not been told about it? Please explain your
answer.
No
— Why not?
— Would you normally use Al tools if it was not a study?
* Why? / Why not?
Do / Would you find yourself attempting to implement secu-
rity more often when using Al tool(s)?
Do you trust Al-generated suggestions for functionality?
- Why? / Why not?
Do you trust Al-generated suggestions for security?
- Why? / Why not?

Surveys

Pre-Survey.

Expectation asked before solving the task:

— What is your expectation? Overall, this task is?

— 1: Very difficult - 7: Very easy

(A and SA Group:) Have you ever used Al tools for program-
ming?

— Which Al tools did you use for programming?

— Do you still use Al tools for programming?

— Which AI tools do you use for programming?

Post-Survey.

Experience asked after solving the task:

— 1: Never - 7: Every time

e How often are you asked for help when somebody is facing
security problems?
— 1: Never - 7: Every time

e How often do you need to add security to the software you
develop in general (S and SA Group: apart from this study)?
— 1: Never - 7: Every time

e How often have you stored passwords in the software you
have developed (S and SA Group: apart from this study)?
— 1: Never - 7: Every time

e How would you rate your background/knowledge with re-
gard to secure password storage in a database?
- 1: Not knowledgeable at all - 7: Very knowledgeable

e Do you think that you stored the end-user passwords se-
curely?

o The Web framework JSF supported me in storing the enduser
password securely.
- 1: Strongly disagree - 7: Strongly agree

A.6 Evaluation of Screen Recording

Ae6.1
implementing security if participants searched for the following
terms in a search engine or Al tool:

Terms for Attempted Security. We considered an attempt at

e Security
e Password Security
e Secure storage
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e Encryption

e Hashing

e Password best practices

e Securely store user

e Password guidelines

e Security protocols

e Password safety

o Application security

e Protecting passwords

e Unauthorized access

o Password safety measures
e Password confidentiality
o User credential protection
o Authentication security

e Implementing strong password
e Data protection

o Cybersecurity measures

e Access control

e Password defense
o Cryptography
o Crypto libraries
o Information security
e Secure login
e Java Security

We considered an attempt at implementing security if partici-

pants try to implement security in the source code such as:

e Importing security libraries

e Comments in the source code contain security-related terms
(see above terms)

e Writing security-related source code such as hashing, salting,

Yardim et al.

— Functional password storage
* functional implementation (1)
* no functional implementation (0)
* Challenges
- API
- IDE Eclipse
- Database
e Secure password storage
Challenges
* Outdated algorithm
* Import of libraries
— secure implementation (1)
no secure implementation (0)
How did you implement security?
* Hypothetical secure implementation (Q)
* Import of libraries
— Awareness of necessity of secure solution (Q)
* No awareness
o Usability of JSF
- issues / challenges
* Documentation
e Would you have used Al w/o instructions? (Q)
e Would you normally use Al tools if it was not a study? (Q)
e Would you have tried implementing security w/o instruc-
tions? (Q)
— Deception
o If task was given in company (Q)
— Tool
— Ask for help
* Colleague

encryption Resources
A.6.2  Strategies Employed by Participants. e Website
Actions used by Participants - You'f(ube .
Copy/Paste: Parts of Al Code after assessment : i}tiglug‘/le(r;iti‘:b

Copy/Paste: Parts of AI Code

Copy/Paste: Complete Al Code after assessment
Copy/Paste: Complete AI Code

Copy/Paste: Blog Post / Tutorial

Copy/Paste: Stack Overflow e Misconception
Copy/Paste: Documentation e Salting
Copy/Paste: Youtube

e Experience
— lack of experience

Security Concepts

- reasoning / purpose

o
°
L]
°
°
L]
°
o
e Follows Tutorial: Youtube

e Follows Tutorial: Stack Overflow
e Follows Tutorial: Blog Post

e Follows Tutorial: AI Response

Strategies followed by Participants

o General support

e Error debugging

e Learning about unfamiliar topics
e Source code generation

e Providing information to Al

A.7 Codebook
Study Task

e Password Storage

e Hashing
— Hash functions
- reasoning / purpose
* Attacks
* CPU-intensive
* Confidentiality
* Password Confidentiality

Al Tools

e Prompt Engineering

e reason for not using Al
— during work
Copy/Paste

Challenge

Types of tasks
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- General support - Al suggestions for security
— Error debugging * perception
- Source code generation - trust
— Explanations of topics Uncertainty
* Documentation of libraries Private Use of Al (no programming context)
e Tools Attempted Security
— Other
* Other (yes in private)
- Poe

* Poe (yes in private)
* Premium Version
- ChatGPT
* Prompt Engineering
* Premium Version
% ChatGPT (yes during task)
- General Support
- Error debugging
- Generate documentation for source code
- Source code generation
- Explanations of topics
* ChatGPT (yes in private)
- General Support
- Error debugging
- Source code generation
- Explanations of topics
— Microsoft Copilot
* Prompt Engineering
* Premium Version
* Microsoft Copilot (yes during task)
- General Support
- Error debugging
- Source code generation
- Explanations of topics
* Microsoft Copilot (yes in private)
— GitHub Copilot
* Prompt Engineering
* Premium Version
* GitHub Copilot (yes in private)
- General support
- Source code generation
- Error debugging
* GitHub Copilot (yes during work)
e change to programming workflow due to Al
- no change
— frequency of use
- change to security behavior
e Al suggestions
— Assessment of Al Response
— Misconception
— perception
* positive
* neutral
* negative
— Al suggestions for functionality
* warnings
* perception
- trust
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A.8 Task (Adapted from [59])

Welcome! We would like to invite you to participate in our study and thus make a valuable contribution to our
research. Our research goal is to study the usability of the Web Framework JavaServer Faces (JSF).

(Security Instruction: We are specifically interested in the security aspects of password storage with JSF.
Al Instruction: We are specifically interested in the use of Al tools.)

Task:

Imagine, the Ruhr University Bochum wants to offer a social network, which enables students and members of
the University to communicate and interact with each other (similar to Facebook). For this purpose, a platform
has to be provided allow users to register to the social network. The University has employed a team of
developers who have already implemented parts of the platform. For instance, a front-end designer has
created this interface:

Registration

Male  Female

A database administrator provides a database access using PostgreSQL (Object Relational Database
Management System (ORDBMS)) and Hibernate (Object Relational Mapping (ORM) Framework). Another team
member started to implement the program logic, but left the team recently.

Please help the team and complete the partially available implementation. In order to do so, please
implement the registration process of the application.

(Security Instruction: We are specifically interested in the security aspects of password storage with JSF.

Al Instruction: We are specifically interested in the use of Al tools for solving the task.)

In order to solve the task, you are allowed to use any kind of source available on the Internet that may be
helpful or has valuable information. Consequently, you can search and read every website, which you believe
is helpful. Further implementation hints can be found on the next page.

Please fill in the following survey before working on the task: [Link to survey]

ORDBMS:

PostgreSQL

T Back-End: Front-End:
TODO: Please given
implement this part

Figure 1: Back-End and Front-End

Figure 4: First Page of the Task PDF
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Implementation Hints

If any of the following terms are unclear, please use the Internet to become more familiar with them. The
application follows the standard Model View Controller (MVC) pattern. You only need to add programme logic
for Model and Controller (see task sheet: Figure 1). You have 4 todos, which start in the locations listed below.
You are free to add any additional code you believe is required. All corresponding classes can be found in the
Project Explorer at Eclipse.

PgAdmin Postgres Password: postgres

In order to test/start your application: Right mouse click on the project/Run As/Run on Server

K Model \

de.rub.socialnetJSF.model

Appuser.java:
This class is a Plain Old Java Object (also called Hibernate Entity Bean or Business Domain Object). Its state is
persisted to a table in a relational database. Instances of such an entity correspond to individual rows in the table.

1. TODO: Please add user properties (see registration.xhtml (src/main/webapp)), setters and getters etc.
2. TODO: Please add required table(s) in the database.
You can find relevant database properties here: src/main/resources/hibernate.cfg.xml

|
K You can use any method you like. Software PGAdmin can help. /

AN
|

r Data Layer \

de.rub.socialnetJSF.dao

Hibernate adds a layer in between the Model and Controller: Data Access Objects (DAOs) are used as a direct line of
connection and communication with the database. DAOs are employed when the actual “Create, Read, Update,
Delete” operations are needed and invoked in the Java code.

UserDao.java: Interface declares the methods that will be used for database interaction.
UserDaolmpl.java: Hibernate specific DAO implementation.

‘ 3. TODO: Please implement the database interactions you believe are necessary. J
/I\ |
|

Controller
de.rub.socialnet)SF.controller

The controller accepts input and converts it to commands for the model or view.

AppController.java:
This class is declared to be registered as a managed bean (@ManagedBean).

4.TODO: Please complete the implementation of this class.
\ Hint: Properties should have setter and getter to set and get values from Ul. )

You have solved the task when you can store user data in the table appuser using the User Registration Form.
(Security Instruction: Please ensure that the user password is stored securely.

Al Instruction: Please use an Al Tool of your choice.)

Figure 5: Second Page of the Task PDF
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Table 11: Kruskal-Wallis test results with effect sizes, power,
and corrected p-values (Bonferroni).

Comparison p-value Effect Size (r;) Power

AvsN 1.000000 -0.1274 0.9993

AvsS 0.000092 -0.7500 0.9993

A vsSA 0.001511 -0.6342 0.9993

NvsS 0.005542 -0.5263 0.9993

Nvs SA 0.048280 -0.4368 0.9993

Svs SA 1.000000 0.1200 0.9993
B StudyB

B.1 Supplementary Insights

B.1.1  Kruskal-Wallis Test Results for Instruction Scenarios. Table 11
provides the Kruskal-Wallis Test results of our four instruction
scenarios.

B.1.2  Participants’ Security and Password Storage Practices. Ta-
ble 12 provides a summary of participants’ security and password
storage practices.

B.1.3  Group Security Scores by Al Assistant Usage. Table 13 shows
an overview of group security scores of initial and final submissions
of participants who used Al assistants during the task and those
that did not use Al assistants.

B.1.4 Hashing and Salting Methods of our Participants. Table 14
provides an overview of the hashing and salting methods used by
participants in their final submissions.

B.1.5 Al Usage of our Participants. Table 15 provides an overview
of the Al assistants used during the study by our participants.

B.2 Upwork Job Post

Participants for Programming Study with Software Develop-
ers on Java API Usability

We are researchers from the University of Bochum working
in the field of software usability. We are looking for software de-
velopers who are interested in taking part in one of our studies
(programming and surveys). All data will be processed pseudony-
mously and stored anonymized after the study; there will be no
identifying information published in any form.

We are conducting a study focused on the development of a social
networking website to share pictures with family and friends. Peo-
ple need to register to this website in order to be able to share their
pictures. Your task would be to program the registration function-
ality for this website in the backend. The project is in Java and uses
Hibernate and JSF, our database uses postgreSQL. The front-end
and some parts of the program logic are already developed.

You will receive login credentials for a virtual machine (VM),
and you are required to complete the task within this VM.

The payment is divided into 2 milestones. 215 dollars for your
code release and further additional 25 dollars for completing our
survey about your programming experience and your experience
with this task.

You are free to take breaks during the study but must finish
participation within 8 hours of starting your participation.

Yardim et al.

Please complete the study in a focused setting, using a laptop or
PC.

1. What is your level of expertise with Java?

2. Which kind of projects did you work on that involved Java?

B.3 Pre-Survey

The pre-survey is adapted from the study by Naiakshina et al. [57]
on freelancers and supplemented it with questions addressing AL

(1) Your study-ID
[free text]
(2) Information text and link to the consent form
(3) I confirm that I have been informed about the research
project. I confirm that I have been given an information
sheet about the project and that I have had sufficient oppor-
tunity to take note of the information. I confirm that I was
able to download a copy of the consent form.
I consent/I do not consent
e If °’T do not consent’: participant won’t take part in the
study.
o If ’I consent’:
- How familiar are you with Java?
1 - Not familiar at all - 7 - Very familiar
— How familiar are you with PostgreSQL?
1 - Not familiar at all - 7 - Very familiar
— How familiar are you with Hibernate?
1 - Not familiar at all - 7 - Very familiar
— How familiar are you with Eclipse IDE?
1 - Not familiar at all - 7 - Very familiar
- (A/SA only) Have you ever used Al assistants for pro-
gramming?
Yes/No
- (A/SA only) Which Al assistants did you use for pro-
gramming?
[free text]
— (A/SA only) Do you still you use Al assistants for pro-
gramming?
Yes/No
— (A/SA only) Which Al assistants do you use for pro-
gramming?
[free text]
— What is your expectation? Overall, this task is?
1- Very difficult - 7 - Very easy

B.4 Post-Survey

The post-survey is structured into three distinct subsections. Ini-
tially, it integrates the survey adapted from Naikashina et al.[57].
Subsequently, it incorporates Al-related questions. It concludes
with the demographics, adopted from Naiakshina et al.[57]. In ex-
tending the survey from the original study [57], we made specific
modifications to align it with our revised study design. We omitted
questions associated with the deception design, which was not a
component of our study. Further, we omitted questions regarding
freelancer.com as they were not applicable.

ID1 Your study-ID
[free text]


https://freelancer.com
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Table 12: Summary of security and password storage practices.

Question \ N A S SA All

I have a good understanding of security concepts. (Q7) md=6 md =6 md=6 md=5 md =6
7-Point Likert p=565  p=580 p=560 p=580| p=571
Strongly disagree - Strongly agree 0=0933 o0=120 o =150 o=101 o =116

Knowledge of secure password storage (Q12) md=6 md=55 md=55 md=55 md =6
7-Point Likert =530 u =525 p=15.55 p1=5.10 1 =530
Not knowledgeable - Very knowledgeable o=175 o =145 o =1.05 o =148 o =144

Table 13: Group security scores of initial and final
submissions of participants who used Al assistants during
the task and those that did not use Al assistants. Up to 7
points. j,itia1=initial submission, g,,,j=final submission.

Ninitial A1 min = 0, max = 6,0 =245 md =0, =100
Ninitial No_AT min =0, max=6,0=2.63 md=0, u=138
Nfinal a1 min = 4, max = 6,0 =041 md=6, y =583
Nfinal No AT min =0, max=6,0 =189 md=6, u=492
Ajpitial AT min=0,max=6,0=116 md=0, =043
Ainitial_No_AI min = 0, max = 0,0 =0 md = 0, H= 0
Afinal Al min =0, max =6,0 =225 md=55 =414
Afinal No AT min=0,max=6,0=110 md=2, y=120
Sinitial AI min=0,max=6,0=260 md=6,u=418
Sinitial No_AT min=0,max=0,0=254 md=5pu=372
Sfinal Al min=0,max=6,0=224 md=6u=473
Sfinal No_ AI min = 0, max = 6,0 =220 md=5.5, u=4.39
SAjnitial Al min=1,max=6,0=2.02 md=6, yu=462
SAjnitial No_AI | Min=0,max=6,0=227 md=0,pu=0.86
SAfinal AT min = 1, max = 6,0 =2.02 md =6, y = 4.62
SAfinal No AL min =0, max=6,0 =294 md=1, =257
Alljnitial AT min=0,max=6,0=2.75 md=2, u=268
Allinitia.l_No_AI min = 0, max = 0, o = 2.60 md = 0, H= 1.69
Allgna At min =0, max = 6,0 =2.03 md=6, u=4.66
Allgna1 No AT min=0,max=6,0=247 md=5, =375

Table 14: Frequency of hashing function and salting usage
of participants’ final submissions.

© AV
> PSS

¢ & o PO L &
PN Ui S S

Group <R P $& ‘32» &QQ, ‘bo o4

N 1 1 3 0 3 0 2 13 0

A 1 3 8 1 6 0 1 8 0

S 1 1 15 0 4 1 2 11 O

SA 0 3 11 2 3 0 1 11 O

Q1 Did you create the code on your own or in a team?
I worked on my own./I worked in a team.
Q2 Can you please fill out this questionnaire together with
all people who did the coding?
Ok, my team is here./Sorry, I can’t get my team right now,
but I was involved in the coding./Sorry, I can’t get my team
right now and I was not involved in the coding process.
Q3 Which IDE did you use to solve the task?
[free text]

Table 15: The number of mentions of Al assistants used
during the study and as the most relevant for solving the

task.
Al Assistant During Study Most Relevant
N A S SA|[Al|N A S SA| Al
ChatGPT 6 10 8 10 34 |6 10 8 10 34
GPT Model 0 0 1 0 1 0 0 0 0 0
Groq 0o 0 0 1 1 0O 0 0 1 1
GitHub Copilot 0 0 1 1 210 0 1 1 2
Codeium 0 1 0 0 1 0 1 0 0 1
Tabnine 0o 2 0 0 2 0o 2 0 0 2
Gemini 0o 2 1 0 3 0 2 1 0 3
Copilot Microsoft | 1 0 0 2 3 1 0 0 1 2
Perplexity 0 0 0 0 0o |0 0 1 0 1
All [7 15 11 14[[47]7 15 11 13 [ 46
Q4 Overall, this task was ...?
1- Very difficult - 7 - Very easy
Q5 Do you think your solution is optimal?
Yes/No
Q6 Why do you think your solution is (not) optimal?
[free text]
Q7 I have a good understanding of security concepts.

1 - Strongly disagree - 7 Strongly agree
Q8 How often do you ask for help facing security problems?
1- Never - 7 - Every time
Q9 How often are you asked for help when somebody is facing

security problems?
1- Never - 7 - Every time

Q10 How often do you need to add security to the software you
develop in general (S/SA: apart from this study)?
1- Never - 7 - Every time

Q11 How often have you stored passwords in the software you
have developed (S/SA: apart from this study)?
1- Never - 7 - Every time

Q12 How would you rate your background/knowledge with re-
gard to secure password storage in a database?
1 - Not knowledgeable at all - 7 - Very knowledgeable

Q13 Do you think that you stored the end-user passwords se-
curely?
Yes/No
o If Yes:
Q14 What did you do to store the passwords securely?

[free text]
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Q15 Do you think your solution is optimal?
Yes/No
Q16 Why do you think your solution is (not) optimal?
[free text]

Q17 (S/SA only) Do you think you would have stored end-
user passwords securely, if you had not been told about
it? Please explain your decision.

[free text]

o If No:

Q18 Why do you think that you did not store the passwords
securely?

[free text]

Q19 (C/A only) Were you aware that the task needed a secure
solution?
Yes/No

Q20 What would you do, if you needed to store the end-user
passwords securely?
[free text]

Q21 In the previous questions, you mentioned why your
solution is not secure and what you would need to do
to obtain secure password storage. Why did you not
implement your suggestion?

[free text]

Q23 If you had the same job outside of a study, would you have
solved it differently in terms of secure password storage?
Yes/No

Q24 Please explain your decision.

[free text]

Q25 Did you use libraries to store the end-user passwords se-
curely?

Yes/No

o If Yes:

Q26 Which libraries did you use to store the end-user pass-
words securely (in this study)?

[free text]

Q27 Please name the most relevant library you have used to
store the end-user passwords securely (in this study).
[free text]

Q28 You have identified {participant’s answer} as the most
relevant library to store end-user passwords securely.
How would you rate its ease of use in terms of accom-
plishing your tasks functionally / securely?

1- Very difficult - 7 - Very easy

Q29 Please explain your decision.
[free text]

Q30 Usability scale for {participant’s answer}. See Appen-
dix B.5.

Q31 The Web framework JSF supported me in storing the end-
user password securely.

1- Strongly disagree - 7 - Strongly agree

Q32 Please explain your decision.

[free text]

Q33 The Web framework JSF prevented me in storing the end-
user password securely.

1 - Strongly disagree - 7 - Strongly agree

Q34 Please explain your decision.

[free text]
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Q35 Usability scale for JSF; the term library was replaced by
framework. See Appendix B.5.
Q36 Have you used Java APIs / libraries to store end-user pass-

words securely before?

Yes/No

o If Yes:

Q37 Which Java APIs / libraries to store end-user passwords
securely have you used before?
[free text]

Q38 What is your most-used API / library for secure pass-
word storage?
[free text]

Q39 How would you rate its ease of use in terms of accom-
plishing your tasks functionally?
1- Very difficult - 7 - Very easy

Q40 Please explain your decision.
[free text]

Q41 How would you rate its ease of use in terms of accom-
plishing your tasks securely?
1- Very difficult - 7 - Very easy

Q42 Please explain your decision.

[free text]

B.4.1  Al-Related Extension. We extended the original post-survey[57]
by 38 questions on Al assistants.

A1 Have you ever used Al assistants during development apart
from this study?
Yes/No
o If Yes:
AI2 Which Al assistants have you used during development
apart from this study?
[free text]
AI3 Are you aware of any premium features of the Al assis-
tants you named? Please name the premium features.
[free text]
AT4 How do you use Al assistants during development?
[free text]
AI5 How often do you use Al assistants during develop-
ment?
1 - Never - 7 Every time
Al6 What is your most-used Al assistant during develop-
ment?
[free text]
AI7 Please explain why this is your most-used Al assistant
during development.
[free text]
AI8 How did Al assistants change your development work-
flow?
[free text]
AI9 Did you use any Al assistants to complete the task?
Yes/No
e If No:
AI10 Would you normally use Al assistants if it was not a
study?
Yes/No
AT11 Please explain your decision.
[free text]
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o If Yes:
AI12 (A/SA only) Do you think you would have used Al as-
sistants if you had not been told about it?
Yes/No
AI13 Please explain your decision.
[free text]
AT14 Which Al assistants did you use to complete the task?
[free text]
AlI15 Please name the most relevant Al assistant you have
used to complete the task.
[free text]
AI16 How would you rate {participant’s answer}’s ease of use
in terms of completing the task functionally?
1- Very difficult - 7 Very easy
Al17 Please explain your decision.
[free text]
AI18 How would you rate (participant’s answer)’s ease of use
in terms of completing the task securely?
1- Very difficult - 7 Very easy
AI19 Please explain your decision.
[free text]
AI20 (participant’s answer) supported me in storing the end-
user password securely.
1 - Strongly disagree - 7 - Strongly agree
AlI21 Please explain your decision.
[free text]
AlI22 (participant’s answer) prevented me in storing the end-
user password securely.
1 - Strongly disagree - 7 - Strongly agree
AlI23 Please explain your decision.
[free text]
Al24 Did you use (participant’s answer) to get suggestions
about functionality during the task?
Yes/No
AI25 Why did you (not) use (participant’s answer) to get
suggestions about functionality during the task?
[free text]
AI26 Did you receive any suggestions about security from
(participant’s answer) during the task?
Yes/No
AlI27 Did you use (participant’s answer) to get suggestions
about security during the task?
Yes/No
AI28 Why did you (not) use (participant’s answer) to get
suggestions about security during the task?
[free text]
AI29 Itrust Al-generated suggestions for functionality.
1 - Strongly disagree - 7 - Strongly agree
AI30 Please explain your decision.
[free text]
AI31 I trust Al-generated suggestions for security.
1- Strongly disagree - 7 - Strongly agree
AI32 Please explain your decision.
[free text]
AI33 What do you think of Al-generated suggestions for functionality?
Please explain.
[free text]
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AI34 What do you think of Al-generated suggestions for security?

Please explain.
[free text]
o If participant has used Al assistants in/apart from the
study:
AI35 Do you find yourself attempting to implement security
more often when using Al assistants?
Yes/No
AI36 Please explain your decision.
[free text]
o If participant has not ever used Al assistants:
AI37 Would you find yourself attempting to implement secu-
rity more often when using Al assistants?
Yes/No
AI38 Please explain your decision.
[free text]

B.4.2 Demographics. We adopted the demographic questions from
[57], updating D1 for better gender inclusivity as guided by [80].

D1 What is your gender?[80]
woman / man / non-binary / prefer not to disclose / prefer to
self-describe: [free text]
D2 Age
[Number]
D3 What is your current main occupation?
Freelancer developer /Industrial developer / Industrial researcher
/ Academic researcher / Undergraduate student / Graduate stu-
dent / Other: [free text]
D4 What type(s) of software do you develop?
Web applications / Mobile applications / Desktop applications /
Embedded applications / Enterprise applications / Other (please
specify): [free text]
D5 How many years of experience do you have with Java devel-
opment?
[Number]
D6 How many years of experience do you have with software
development in general?
[Number]
D7 What country do you live in?
[free text]
D8 What is your nationality?
[free text]
D9 Do you have a university degree?
Yes/No
o If Yes:
D10 At which university/universities were/are you enrolled?
[free text]
D11 What was/is your subject?
[free text]
D12 Were/Are you taught about IT-security at university?
Yes/No/I don’t recall
D13 Were/Are you taught about IT-security extramural?
Yes/No
* If Yes:
D14 Where were/are you taught about IT-security ex-
tramural?
[free text]



CHI *26, April 13-17, 2026, Barcelona, Spain

D15 What was your main source of learning about IT-security?
[free text]
o If No:
D16 How did you gain your IT skills?
[free text]
D17 How did you gain your IT-security skills?
[free text]
D18 How do you rate the payment of the implementation task?
Way too little/Too little/Just right/Too much/Way too much
D19 How do you rate the payment of the survey?
Way too little/Too little/Just right/Too much/Way too much
D20 If you wish to be contacted by our research group to be
informed about the study results, you can provide us your
email address. The email address will be stored separately
from the study data.
[free text]
D21 If you wish to be contacted by our research group for further
studies in the future, you can provide us your email address.
The email address will be stored separately from the study
data.
[free text]
D22 Thank you for answering the questions! If you have any
comments or suggestions, please leave them here:
[free text]

B.5 Usability Scale from [1]

Following the methodology of the original study [57], we used the
modified [57, 58] usability scale from [1], omitting the "does not
apply” option for questions Q10 and Q11. Thereby, we used the
following scale:

Please rate your agreement to the following questions on a scale
from ’strongly agree’ to ’strongly disagree. (Strongly agree; agree;
neutral; disagree; strongly disagree) Calculate the 0-100 score as
follows: 2.5 % (5 — Q1 + X;=2.10((Q;i — 1)); for the score, Q11 is
omitted.

(1) Thad to understand how most of the assigned library works
in order to complete the tasks.

(2) It would be easy and require only small changes to change
parameters or configuration later without breaking my code.

(3) After doing these tasks, I think I have a good understanding
of the assigned library overall.

(4) T only had to read a little of the documentation for the as-
signed library to understand the concepts that I needed for
these task.

(5) The names of classes and methods in the assigned library
corresponded well to the functions they provided.

(6) It was straightforward and easy to implement the given tasks
using the assigned library.

(7) When I accessed the assigned library documentation, it was
easy to find useful help.

(8) In the documentation, I found helpful explanations.

(9) In the documentation, I found helpful code examples.

Please rate your agreement to the following questions on a scale
from ’strongly agree’ to ’strongly disagree’. (Strongly agree; agree;
neutral; disagree; strongly disagree).

Yardim et al.

(10) When I made a mistake, I got a meaningful error message/ex-
ception.

(11) Using the information from the error message/exception, it
was easy to fix my mistake.

B.6 Task Description

Hello,

Thank you for helping us finish our project!

We are developing a social networking website to share pictures
with family and friends. People need to register (email, name, gen-
der, birth date, username and password) to this website in order to
share their pictures. We need help with finishing the registration
logic for our social networking website.

The front-end is already developed. Another developer started to
implement the program logic (MVC), but left the team recently. We
need you to complete the partially available implementation by
programming the registration functionality in the back-end.
(Please use any Al assistants of your choice.)

(Please ensure that the user password is stored securely.)

SportSnapShare Registration

According to our former developer, the following things have to
be done:

Setting up the environment:

The following software will be needed:

1. Tomcat server

2. Optional: Eclipse IDE for Java EE Developers
3. Optional: pgAdmin

Prepare the project & the database:
If you use Eclipse, it could look the following way:

1. Import the existing project as Existing Maven Project.

2. Add Maven Dependencies to the project in Eclipse: Right mouse
click on the project/Properties/Deployment Assembly/Add/Java
Build Path Entries — choose Maven Dependencies — Finish—

Apply

3. Create a local database using PostgreSQL and connect to it. (For
example in pgAdmin: File/Add Server...)

You will find example information (host, port, DB Name, username
and password) in the hibernate.cfg.xml file (src/main/resources).
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Implementing the registration process:

This was our developer’s TODO list. It might not be complete, but
it will help you understand what has already been developed and
what is left to be done. Figure 1 shows how the different parts are
communicating with each other.

In order to test/start your application: Right mouse click on the
project/Run As/Run on Server
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Util:
1. Done: Hibernate configuration
2. Done: Implement method: getSessionFactory()

View:
1. Done: Create registration.xhtml
2. Done: Create successRegistration.xhtml

Database:
1. TODO: Add table appuser in the database

Model - Appuser.java
1. TODO: Add user properties (see registration.xhtml)
2. TODO: Add getters & setters

DAO - UserDAO.java

1. Done: Implement method: validateUsername()
2. Done: Open session

3. TODO: Implement method: save()

Controller — AppController.java
1. TODO: Add variables for properties
2. TODO: implement method: saveUser()

(Please use any Al assistants of your choice.)
(Please ensure that the user password is stored securely.)

B.7 Codebook
B.7.1 Security.

Security Perception.

e Reasons for not implementing security
- Error debugging
— Security is not (only) developers’ responsibility
- Time
o Belief why password not stored securely
e Misconception
- Encryption and hashing terminology
- Encryption is secure
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- Insecure algorithm is secure

— Encoding is secure

— Insecure salting

— Security is an afterthought in the development process
— Improper use of hashing algorithm

Security Behavior.

e Reason for (not) attempting security more often with Al
— No change to security behavior
* Already enough experience
* Relies on other resources instead of Al
* Negative comment about Al
— Al warns about security
- Alis...
* _.efficient
= ..effective
* ..easy to use
Security is always a requirement
Lack of security knowledge
Depends on requirements
If Al suggests security, it gets implemented (convenience)
— Prefers to be prompted for security
Does not rely on Al for security
Consults person
Implemented security suggestions by Al
Relies on Al for security
Requirements
- Best/standard/common practice
— Task didn’t ask for security
* Security was minimal part of task
— Responsibility
Ask Al to ignore security (to achieve functionality)
o Prefers to be prompted for security

B.7.2 Al

Outside of study.

e Which Al tool used outside of study
— Use (AI2)

% ChatGPT

* GitHub Copilot

* Tabnine

* Genie

* Copilot (Microsoft)

* Codeium

* Gemini

* Google Bard

% OpenAl Codex

* Groq

* Perplexity

* Google Assistant

Most-used (AI5)

% ChatGPT

% OpenAl Codex

* GitHub Copilot

* GPT model

* Copilot (Microsoft)

* Tabnine
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* Amazon Alexa — Functionality
* Jetbrains Al e (Dis)trust in AI
* Gemini — Distrust in Al
o Type of usage during development outside of study * Distrust in general
— Code review * Distrust in functionality
- Provide context * Distrust in security
- Code generation — Trust is dependent on
— General support * Case
% Search engine - Security
- Error debugging - Functionality
— Code completion * Past experience
- Functionality
During study. * Knowledge
e Which Al tool used during study - Security
- Mentioned (AI14) - Functionality
# ChatGPT - Relies on themselves instead of AI
* GPT Model — Trust since Al is up to date
* Groq * Unspecified
* GitHub Copilot * Security
* Codeium % Functionality
* Tabnine — Trust in platform
* Gemini — Trust in security due to lack of experience
« Copilot (Microsoft) — Trust only if assessable
- Most relevant (AI15) e Positive comment
* ChatGPT o Al being compared to human
* Perplexity
« Grog Perception of Al Usability.
* GitHub Copilot e Unspecified
* Tabnine — Negative perception of Al Usability
* Gemini * Need to edit Al-generated code
* Codeium — Positive perception of Al Usability
* Copilot (Microsoft) x Efficient
e Type of usage during development outside of study * Helpful
- Provide context * Easy to use
— General support « Effective
% Search engine * Well integrated
— Error debugging - GitHub Copilot
— Code completion - Tabnine
- Code generation * Availability
' * Trained on a lot of data
Al Perception. — Relies on themselves instead of Al
e Al is capable - Depends on...
— Unspecified * Provided context
- Security * Prompts
— Functionality * Al
e Al is incapable — Cost
— Unspecified — Differences in Al assistants’ quality
- Security e Security
- Functionality — Negative perception of Al Usability
o Al-generated suggestions need to be assessed % Not helpful
— Unspecified * Needs to edit Al-generated code
- Security * Insecure Al suggestion
— Functionality - Trainings data might be malicious
e Al needs to be handled responsibly — Positive perception of Al Usability
— Unspecified « Efficient
— Data privacy violation (do not share sensitive information) * Helpful

- Security * Easy to use
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» Effective - Unspecific

* Trained on a lot of data - Tabnine
— Relies on themselves instead of Al — Relies on themselves instead of Al
- Depends on... - Depends on...

* Case * Case

* Prompts * Prompts

* Al * Al

* Own knowledge * Own knowledge
— Lack of security knowledge makes it difficult to assess % Al response

- No added value
e Functionality
— Negative perception of Al Usability
* Not helpful
* Need to edit Al-generated code
* Difficult to use
— Positive perception of Al Usability

Impact on Workflow.
e Efficiency
e Effectiveness
e Use Al instead of other resources
— Resources
* Documentation
* StackOverflow

* Efficient

* Helpful . 1 'Search engine

+ Easy to use e Habit

* Effe};tive e Complicated workflow
* Well integrated e More enjoyable
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